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Data Bus Technology

The demand for more luxury features and increased
comfort in vehicles creates an ever-increasing need for
more capable and more complicated vehicle electronic
systems. Data bus technology makes it possible to
form a complex network of electronic control modules
and sensors that can communicate with each other
and share data across the entire network without the
size, complexity, expense and other limitations of a
conventional wiring harness.

Audi’s introduction of Controller Area Network or CAN
data bus technology in the mid-'90s was a first, important
step toward the exchange of increasing amounts of data
between control modules.

The first portion of this Self-Study Program describes
basic functions of CAN-bus systems in general, and goes
on to cover specific functions, diagnosis and testing

for Drivetrain, Convenience and Infotainment CAN bus
systems.

The latter portion of this Self-Study Program describes
the single wire Local Interconnect Network (LIN) data bus,
Media Oriented Systems Transport (MOST) fiber-optic
data bus, and wireless data transmission technology
used in the latest Audi vehicles.

Purpose of a CAN-bus System

The CAN-bus system provides the following advantages
as an overall system:

— Data exchange between control modules takes place
on a uniform platform or protocol, with the CAN-bus
acting as a data highway

— Systems involving several control modules, ESP for
example, can be implemented efficiently

— System expansions and additions of optional extras
are easier to implement

— CAN is an open system that permits adaptation to
various data transfer media, such as copper wires or
fiber-optic cables

— CAN is used for control module diagnosis, replacing
the actual K-wire with a so-called virtual K-wire

— System-oriented diagnosis is possible across systems
employing several control modules



CAN-bus Overview

CAN-bus Networking
in Audi Vehicles

Depending on the model year, different CAN-bus systems
are used in Audi vehicles.

The first, introduced in the mid-"90s, was a Convenience
CAN with a data transfer rate of 62.5 kbits/s (kilobits
per second). Next came a Drivetrain CAN using a data
transfer rate of 500 kbits/s.

As of model year 2000, more advanced Convenience and
Infotainment CAN systems have been introduced, each
with a data transfer rate of 100 kbits/s. Additional types
of data bus systems, introduced in model year 2004, are
covered in this Self-Study Program.

The Convenience and Infotainment CAN systems
exchange data with the Drivetrain CAN through the
Gateway, which allows for communication between bus
systems operating at different data transfer rates.

Drivetrain CAN Network with Three Control Modules
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Design and Main Features

Individual electronic control modules are connected

in parallel through the CAN-bus system. This results in
the following requirements for the design of the overall
system:

— High level of error protection: transmission
interference caused by internal or external sources
must be detected with a high degree of certainty

— High availability: if a control module fails, the rest
of the system must continue to function as well
as possible in order to continue the exchange of
information

— High data density: all control modules have the same
information status at all times. This means there is
no difference in data between the control modules.
In case of faults anywhere in the system, all the
connected users can be informed with equal certainty.

— High data transmission rate: data exchange between
networked users must be very fast in order to meet
real-time requirements

Signals are sent over the CAN system digitally. Secure
transmission is possible at rates of 1000 kbits/s (kilobits
per second) or more, as seen in the latest Infotainment
network. Some CAN systems are fixed at lower data
transmission rates to ensure signal quality.

Practical Layout

Due to different demands with respect to the required
repeat rate of the signals, the volume of data and its
availability (readiness), the three CAN systems used since
model year 2000 are configured as follows:

Drivetrain CAN (high speed) at 500 kbits/s networks the
control modules in the drivetrain systems.

Convenience CAN (low speed) at 100 kbits/s networks the
control modules in the convenience system.

Infotainment CAN (low speed) at 100 kbits/s networks
the information and entertainment systems — radio,
telephone and navigation, for example.

Note

Transmission rates of 1,000 kbits/s and
higher are used in the latest Infotainment

0 CAN networks, which are covered later in
this Self-Study Program.



CAN-bus Overview

Common to All
CAN-bus Systems:

— Systems are all subject to the same regulations for
data exchange, such as the defined transfer protocol

— To assure a high degree of protection from
electro-magnetic interference and prevent radiation
emission, each CAN-bus is made up of entwined two-
conductor wiring referred to as a twisted pair

— Signals to be sent are stored in the transceiver of a
sending control module with different signal levels
before being sent to both CAN lines. Not until the
differential amplifier of the receiving control module
calculates the difference of both signal levels is a
single, cleaned signal sent to the CAN receiver of the
control module

— First examples of the Infotainment CAN have the same
properties as the Convenience CAN. In some models,
they are operated through one common pair of wires
(bus). In newer vehicles, we will see optical bus
systems for the Infotainment network

Main Differences Between
CAN-bus Systems:

— Drivetrain CAN is switched OFF by terminal 15
following an after-run period

— Convenience CAN is supplied with power through
terminal 30, and must remain on standby. To prevent
excessive electrical load, the system switches to sleep
mode by switching terminal 15 OFF when it is not
required

— Convenience/Infotainment CAN remains operational,

thanks to the second wire, if there is a short circuit in
the data bus or an open circuit in a CAN wire. In such
an instance, the system will switch automatically to
single wire operation

— Electrical signals from the Drivetrain CAN and

Convenience/Infotainment CAN are different

Warning!

The Drivetrain CAN should never be
electrically connected to the Convenience/
Infotainment CAN! The various data bus
systems for Drivetrain and Convenience/
Infotainment networks should only be
connected in the vehicle through the
Gateway. The Gateway may be integrated
with an existing control module or installed
as a separate Gateway control module.



CAN-bus Components

The CAN-bus is made up of a controller, a transceiver and
two data bus lines.

Apart from the data bus lines, the components are
located in the electronic control modules. The main
functions of the control modules are the same as before,
with the following additional tasks:

CAN Controller

The CAN controller receives transfer data from a
micro-computer integrated into the control module.

The CAN controller processes this data and relays it to
the CAN transceiver. Likewise, the CAN controller receives
data from the CAN transceiver, processes it, and relays it
to the elctronic control module micro-computer.

Motronic Engine Control Module
(ECM) J220 with Integrated CAN
Controller and CAN Transceiver

CAN Transceiver

The CAN transceiver is a combined transmitter and
receiver. It converts the data that the CAN controller
supplies into electrical signals, sending this data over the
data bus lines. Likewise, it receives data and converts this
data for the CAN controller.

Data Bus Lines

The data bus lines are bi-directional and transfer data.
They are referred to as CAN-high and CAN-low.

Transmission Control Module
(TCM) J217 with Integrated CAN
Controller and CAN Transceiver

Data Bus Lines



CAN-bus Overview

CAN-bus Topology

A special feature of Audi’s CAN-bus design

is the tree-like connecting structure for the
control modules. This structure allows optimal
connection of the control module wiring.

The actual layout of the CAN wiring in a
vehicle is referred to as CAN topology and is
vehicle-specific.
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CAN-bus Overview

Basic Information Exchange

Information is exchanged between control modules in
small packages of data referred to as messages. Any
control module can send or receive messages.

A message contains information about physical

values such as engine speed (RPM) or engine coolant
temperature. Engine speed in this case is represented as
a binary value (a string of ones and zeroes). For example:
engine speed of 1800 RPM is represented as 00010101 in
binary notation.

Before being sent, the binary value is converted into

a serial bit stream. The bit stream is sent over the TX
line (transmit line) to the transceiver (amplifier). The
transceiver converts the bit stream into voltage values,
which are then sent over the bus line one by one.

In the reception process, voltage values are converted
back into a bit stream by the transceiver and sent over
the RX line (receive line) to the control module. The
control module then converts the serial binary values
back into messages. For instance: the value 00010101 is
converted back to the engine speed value of 1800 RPM.

0

, >>> Broadcast Principle: One Sends, Everyone Receives

A message sent to the CAN-bus can be received by any
control module, and is generally received and evaluated
by all other electronic control modules on the particular
CAN-bus.

This process relies on what is called the broadcast
principle — one sends, everyone receives. The idea is
derived from a radio transmitter broadcasting a program
that any tuner (receiver) can receive.

The broadcasting process ensures that all control
modules connected to the CAN-bus have the same
information status.

Note

For more on basic information exchange,
please see Appendix A.

() ()



Data Transfer Process

Supplying the Data

The control module provides data to the CAN controller
for transfer.

Sending Data

The CAN transceiver receives data from the CAN
controller, converts it into electrical signals, and sends
them.

Receiving Data

All other control modules networked with the CAN-bus
become receivers.

Control module 2

Control module 1

Accept Provide
data data
Check
data
Receive Send
data data

Checking Data

Control modules check whether or not they require the
data they have received for their functions.

Accepting Data

If the received data is important, it is accepted and
processed. If not, it is ignored.

Control module 3 Control module 4

Accept
data

Check Check
data data

Receive Receive
data data

I

Data bus lines

If more than one control module wants to send its data
protocol simultaneously, the system must decide which
control module comes first.

Priorities are determined and the data is assigned a
“high” or “low” weighting depending on importance
by changing a data bit to 1 (one) or 0 (zero). The data
protocol with the highest priority is sent first.

For safety reasons, the data protocol supplied by the
ABS/EDL control module is more important than the data
protocol supplied by the transmission control module.

L

When control modules start sending their data protocol
simultaneously, they compare the data bit by bit on the
data bus line.

If a control module sends a “low” weighting bit and
detects a “high” weighting bit, the control module stops
sending and becomes a receiver.



What Does the CAN-bus Transfer?

The CAN-bus transfers data between control modules at
short intervals using a standardized data protocol, which
is subdivided into seven areas.

The data protocol is made up of a long string of bits. The
number of bits in the data protocol depends on the size
of the data field.

Start field (1 bit)
Status field (11 bits)

The diagram below shows the format of the data
protocol. This format is identical on both data bus lines.

For the sake of simplicity, we will sometimes focus on
only one data bus line in this Self-Study Program.

(one circuit state per unit of time). In
electronics, this information can only
have the value “0” or “1” meaning, for
example, “yes” or “no.” For a more indepth
description of the data bit, please see
Appendix B.

Note
' A bit is the smallest unit of information
[}

Unused field (1 bit)

Data field (maximum of 64 bits)

Confirmation field (2 bits)

!

I r I

\ -
/"

Check field (6 bits)

Safety field (16 bits)

-

End field (7 bits)



How is the Data Protocol
Produced?

The data protocol is made up of a string of several bits.
Each bit can only have a status or value of “0” or “1.” A
light switch circuit provides a simplified example of how
a “0"” or “1” status is generated.

A switch in the circuit switches a light ON or OFF. This
means that the circuit can have two different states.

Status of Light Switch Circuit with
Value “0”

— Switch OPEN
— Lightis OFF

Status of Light Switch Circuit with
Value “1"

- Switch CLOSED
— Lightis ON

In principle, the CAN-bus functions in exactly the same
way. Operation of a CAN transceiver is also based on two
different bit states.

CAN CAN

transceiver transceiver

Status of Bit with the Value “1”

— Transceiver OPEN, switched to positive voltage
(approximately 5.0 volts in the Convenience CAN, for
example)

— Voltage is applied to the data bus line

5 Volts

0 Volts

Status of Bit with the Value “0”

— Transceiver CLOSED, switched to Ground
— Approximately O volts applied to the data bus line

5 Volts

0 Volts

11



Electrical/Electronic Properties of
Data Transfer

Voltage Differences in CAN Wires When
Changing Between Dominant and
Recessive State

Electrically, data transfer is based on the difference
between CAN-high voltage and CAN-low voltage. In a rest
state, when there is no data transfer, both CAN-bus wires
(CAN-high and CAN-low) have the same default signal
level.

On the Drivetrain CAN, for instance, this level is
approximately 2.5 volts. The rest state is also known as
the recessive state, as it can be changed by any control
module connected into the network.

Signal Pattern of the Drivetrain CAN (Example)
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In the active or dominant state, voltage of the CAN-
high wire increases by a predetermined value (on the
Drivetrain CAN, this is at least 1 volt). The voltage of the
CAN-low wire drops by the same increment.

This results in a rise in the voltage of the CAN-high wire
to at least 3.5 volts (2.5 volts + 1 volt = 3.5 volts), and a
drop in the voltage of the CAN-low wire to a maximum of
1.5 volts (2.5 volts - 1 volt = 1.5 volts).

The voltage difference between CAN-high and CAN-low
in a recessive state is 0 volts. In a dominant state, the
difference is at least 2 volts.

In a dominant state, the CAN-high
wire rises to approximately 3.5V

In a recessive state, the two wires
are at approximately 2.5V (rest state)

In a dominant state, the CAN-low
wire drops to approximately 1.5V




How is Data Transferred?

The CAN-bus is wired in parallel with all of the control
modules included in the respective CAN system. The two
wires CAN-high and CAN-low, are assembled as a twisted
pair.

The CAN wires in the wiring harness are colored orange.
The CAN-high wire in the Drivetrain CAN has an additional
black marking (orange/black). On the Convenience CAN,
the additional color is green; on the Infotainment CAN

it is violet. The CAN-low wire is always marked brown
(orange/brown).

For reasons of clarity, the CAN wires are shown in this
Self-Study Program as completely yellow or completely
green, as in a VAS scan tool digital storage oscilloscope
(DSO) display. The CAN-high wire is always displayed as
yellow, while the CAN-low wire is always displayed as
green.

Representation of CAN-High and CAN-Low Wires as Twisted Pair

I

Note

For more on basic information exchange,
please see Appendix A.

CAN-High Wire

CAN-Low Wire

13



Properties and Special Features
of the Drivetrain CAN

The Drivetrain CAN, operating at a data transfer rate of
500 kbits/s, serves as a means of networking the various
control modules for the drivetrain.

Examples of control modules on the Drivetrain CAN are:
— Engine control module

— ABS control module

— Transmission control module

— Airbag control module

— Instrument cluster

Signal Pattern of the Drivetrain CAN
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The Drivetrain CAN is, like all CAN wires, a twisted pair. It
has a data transfer rate of 500 kbits/s. For this reason, it is
also referred to as a high speed CAN.

Data is exchanged between the control modules through
the CAN-high and CAN-low wires of the Drivetrain CAN.
Data messages are sent from the control modules with a
repeat rate that is generally in a range of 10-25 ms.

The Drivetrain CAN is activated through terminal
15 (ignition). When the ignition is switched OFF, the
Drivetrain CAN is powered during a short after-run
period, then completely deactivated.

If either of the wires of the Drivetrain CAN fail due to

an open circuit, short circuit or short circuit to battery
positive, the Drivetrain CAN will not transmit data. The
Drivetrain CAN, unlike the Comfort/Infotainment CAN, will
not operate in single wire mode.

In a dominant state, the CAN-high
wire rises to approximately 3.5V

In a recessive state, the two wires
are at approximately 2.5V (rest state)

In a dominant state, the CAN-low
wire drops to approximately 1.5V




CAN-bus Systems

Signal Pattern of the
Drivetrain CAN

The diagram below shows the pattern of a real CAN The combined signal pattern indicates the recessive

signal, recorded with the digital storage oscilloscope level of 2.5 volts. The dominant voltage at CAN-high is

(DSO) from a VAS scan tool. approximately 3.5 volts. At CAN-low it is approximately
1.5 volts.

Test instrument Automatic mode Freeze Frame
DSO

0.5 V¥{Div.=

| ——— Test Cursor Channel A
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Amplitude Channel A

Amplitude Channel B

\

Time Value

Cursor 1

Trigger Point

Test Cursor Channel B

Dominant and recessive levels alternate

Ucan high at 3.48V, Ucan low at 1.5V
Setting: 0.5/Div., 0.02ms/Div.



Properties and Special Features
of the Convenience/Infotainment
CAN

The Convenience/Infotainment CAN, operating at a

data transfer rate of 100 kbits/s, serves as a means of
networking the various control modules associated with
the convenience and infotainment systems.

Examples of control modules on the Convenience/
Infotainment CAN are:

— Climatronic control module
— Door control modules

— Radio/Navigation display control module

The Convenience/Infotainment CAN is, like all CAN-bus
wires, a twisted pair and has a data transfer rate of just
100 kbits/s, which is why it is also referred to as a low
speed CAN.

Data is exchanged between the control modules
through the CAN-high and CAN-low wires of the
Convenience/Infotainment CAN. The Convenience CAN
and Infotainment CAN can be operated on a common
pair of CAN-high and CAN-low wires because the two
systems have the same transfer rate. On later models,
Infotainment data is also transferred on an optical bus.

Signal Pattern of the Convenience/Infotainment CAN

5V

In a dominant state, the CAN-low
wire drops to approximately 1.4V

In a recessive state, the CAN-high
wire is at approximately OV and the
CAN-low wire is at approximately 5V

In a dominant state, the CAN-high
wire is at approximately 3.6V




Differential Data Transfer on the
Convenience/Infotainment CAN

In order to provide greater resistance to electromagnetic
interference and reduced power consumption on the
low speed CAN, the Convenience/Infotainment CAN is
different from the Drivetrain CAN in some key ways.

First, the CAN-high and CAN-low signals are independent.

This was accomplished using independent drivers
(output amplifiers) in the electronic control modules.
The CAN-high and CAN-low wires of the Convenience/
Infotainment CAN are not connected to each other
through resistors. They no longer influence each other,
but work independently.

CAN-bus Systems

There is no common medium voltage. The CAN-high
signal is O volts in a recessive state (rest state), and
greater than or equal to 3.6 volts in a dominant state.

For the CAN-low signal, the recessive level is 5 volts

and the dominant level is less than or equal to 1.4 volts.
After differential build-up in the differential amplifier, the
recessive level is 5 volts and the dominant level is 2.2
volts. The combined difference in voltage between the
recessive and dominant levels (voltage rise) is therefore
greater than or equal to 7.2 volts.

Signal Pattern Image on VAS 5051 DSO (Freeze Frame)

0.1 msiDiv.

TN || |
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Dominant and recessive levels alternate
Ucan high at 3.6V, Ucan low at 1.4V
Setting: 2V/Div., 0.1ms/Div.

A

For reasons of clarity, displays of
the CAN-high and CAN-low signals
are separated. This is indicated by
the different zero points in the DSO
image. The different rest states for
CAN-high and CAN-low are clearly
visible. The much greater voltage
rise (7.2V) is noticeable compared
to the Drivetrain CAN.
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CAN Transceiver on the
Convenience/Infotainment CAN

A CAN transceiver connected to and operating on the
Convenience/Infotainment CAN works much the same
way as a transceiver on the Drivetrain CAN. The only
differences are that different signal levels are sent, and
measures are taken to revert to CAN-high or CAN-low
alone if there is a fault (single wire operation). Short
circuits are still detectable between CAN-high and
CAN-low and, in the case of a fault, the CAN-low driver
is switched OFF. If this happens, CAN-high and CAN-low
wires have the same signal.

The data transfer of data on the CAN-high and CAN-low
wires is monitored by the fault logic system integrated
into the transceiver.

The fault logic system evaluates the input signals of both
CAN wires. If there is a fault, such as an open circuit in
one CAN wire, it will be detected by the fault logic system
and only the intact wire is used by the control module for
CAN by evaluation (single wire operation).

Iu

For normal operation, the CAN-high signal “minus”
CAN-low is evaluated. The effects of simultaneous
disturbances in both wires of the Convenience/
Infotainment CAN are thereby minimized as effectively as
on the Drivetrain CAN.

Design of Convenience/Infotainment CAN Transceiver

Possible Signal Level at the Differential Amplifier Output

T RX Wire (Control Module Receiver Wire)

3,6V -1,4V=22V

CAN-High Amplifier

Fault Logic System

CAN-Low Amplifier

Transceiver

Differential Amplifier

CAN-High Wire

CAN-Low Wire



Convenience/Infotainment CAN in
Single Wire Operation

If either of the CAN wires of the Convenience CAN-

bus fails due to an open circuit, short circuit or short
circuit to battery positive, the system switches to single
wire operation. During single wire operation, only the
signals of the remaining intact CAN wire are evaluated.
In this way, the Convenience/Infotainment CAN remains
operational.

CAN-bus Systems

The actual CAN evaluation in the control module is
unaffected by single wire operation. Using a special
fault output, the control module provides information
as to whether the transceiver is in normal or single wire
operation.

Signal Pattern on DSO During Single Wire Operation (Freeze Frame)

0.1 ms/Div.
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Data Bus On Board Diagnostic Interface

Data Bus On Board Diagnostic
Interface J533 (Gateway)
Networking

The Drivetrain CAN cannot be connected directly to the
Convenience/Infotainment CAN due to the different signal
levels and resistance levels. In addition, the different data
transfer rates of the various data bus systems make it
impossible for control modules to evaluate the different
signals.

(OXO,

(OXO)

(OXO)

Conversions are necessary to allow the different data
bus systems to communicate with each other. These
conversions are carried out by Data Bus On Board
Diagnostic Interface J533, also known as the Gateway.

Tram (Convenience/
Infotainment CAN)

(QXO)

PELRERER R e e e e e e b e e e

Boarding and Exiting Passengers

Boarding and Exiting Passengers

The principle of the Gateway can be compared to a
railway system.

At platform A (the Gateway) of the railway, a fast train
arrives (Drivetrain CAN, 500 kbits/s) with several hundred
passengers on board. At platform B, a slower train is
already waiting (Convenience/Infotainment CAN, 100
kbits/s).

A number of passengers change from the fast train to the
slower train and some passengers from the slower train
have transferred to the faster train.

Fast Train
(Drivetrain
CAN)

The function of the railway platform is to allow the
passengers to change trains to take them to their chosen
destination at different speeds. This describes the role of
the Gateway in networking.

The main role of the Gateway is to exchange information
between both systems at different speeds.



On earlier model year Audi vehicles, J533 was located
inside Instrument Cluster J285 and was accessible
through VAS scan tools using Address Word 17.

Gateway J533

Diagnosis System




On later model year Audi vehicles, J533 is a separate
control module which can be addressed through VAS
scan tools using Address Word 19.

Instrument
Cluster CAN MOST Bus
500 kbits/s 21 Mbits/s

(Optical)

Diagnosis CAN
500 kbits/s

Drivetrain CAN
500 kbits/s

Adaptive Cruise Control CAN
500 kbits/s (Optional)

Convenience CAN Data Bus On
100 kbits/s Board Diagnostic
Interface J533
Combi CAN

Data Bus On Board
Diagnostic Interface J533

SEEEs

Drivetrain CAN Convenience CAN Infotainment CAN
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Data Bus On

Master Functions

J533 is the master for:

— Drivetrain CAN continued operation
— MOST ring break diagnosis

— Data bus system Sleep and Wake-Up operation

Drivetrain CAN Continued Operation

Operation of several control modules continues after the
ignition is switched OFF. J533 broadcasts a command to
end operation to the Drivetrain CAN following an after-
run period.

MOST Ring Break Diagnosis

J533 is the diagnosis manager for the MOST bus
(discussed later in this book). The interface is responsible
for Ring Break Diagnosis and sends the diagnosis data in
the MOST bus to J533.

Ring Break Diagnosis for the MOST bus is initiated with a
Final Control Diagnosis Output Check Diagnosis in J533.

Data Bus On Board
Diagnostic Interface J533

Data Link Connector (DLC)

Board Diagnostic Interface

Data Bus System Sleep and Wake-Up
Operation

J533 is the master for Sleep and Wake-Up modes. When
all the control modules on the Convenience CAN indicate
“sleep readiness,” the Gateway sends the sleep command
to the CAN-bus and the control modules change to sleep
status. The sleep status of the individual control modules
and bus systems can be read in the measuring value
blocks of J533.

Diagnostic Wire

Break in Optical Fiber
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Diagnostic Information

CAN-bus systems are very reliable. Messages such as
“Drivetrain data bus defective” may be displayed by VAS
scan tools, indicating a need for CAN diagnosis. Further
indications of fault causes may be provided by the

Gateway measuring value blocks.

The starting point for diagnosis is always Guided Fault
Finding using the VAS 5051. Malfunctioning control
modules can cause results similar to those caused by
data bus faults, but fault messages stored in the Gateway
can be used as a benchmark for diagnosis.

Continuity checks of the Drivetrain CAN can be

carried out using an ohmmeter. For the Convenience/
Infotainment CAN, the VAS 5051 DSO function is always

required.

On later model Audi vehicles, it is possible to access the
Gateway directly through Address Word 19 using VAS
scan tools. On earlier vehicles, access to the Gateway
is through the instrument cluster or vehicle electrical

system control module, using Address Word 17.

Note

Assignment of measuring value blocks may

deviate from the example shown!

) Always check Guided Fault Finding for

current vehicle information.

| 1 2 | 3 4
Drivetrain CAN
125 Engine control unit Gearbox control unit ABS control unit —
126 Steering angle sensor Airbag control unit Electric steering *) Diesel pump control unit *)
1YL Central electrics *) Fourwheel drive electronics *) Distance regulation electronics | —
128 Battery management Electronic ignition lock Self-levelling system Damper control
129 = — — _
Convenience CAN
130 Single wire/ dual wire Central convenience electronics | Driver door control unit Front passenger control unit
131 Rear left door electronics Rear right door electronics Driver memory seat electronics | Central electronics
YR Dash panel insert *) Multi-function steering wheel Climatronic Tyre pressure monitoring
1EER Roof electronics Front pass. memory seat electr. | Rear memory seat electronics Park distance regulation
134 Auxiliary heater *) Electronic ignition lock Wiper electronics —
1EET Tow hitch control unit *) Centr. operator display unit, front' Centr. operator display unit, rear = —
Infotainment CAN
140 Single wire/ dual wire Radio Navigation Telephone
141 \oice activation *) CD changer *) Gateway *) Telematics *)
142 Operator display unit, front Operator cﬁsplay unit, rear - Dash panel insert *)
143 Digital sound system Multi-function steering wheel *) | Auxiliary heater —

*) Special equipment/ vehicle type




CAN-bus Fault Diagnosis

Newer Audi models will have all Drivetrain and
Convenience/Infotainment CAN control modules linked to
a matching connector in a star pattern. These connectors
are located on the left and right sides of the instrument

panel.

The left and right connectors are also linked by CAN-bus
wires so that, in the end, all Convenience/Infotainment
CAN and Drivetrain CAN control modules are connected.

o

PR

wgpe wgewl - 02
~p2= T
—
SEae — oc -
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Test Box

Test Box 1598/38 can be used with the CAN connectors. Individual control modules can also be disconnected
from the bus system, when trying to isolate CAN-bus
short circuits, for example. The link connecting the CAN
wires of the individual control modules is connected at
the test box.

This test box can access the individual Drivetrain and
Convenience/Infotainment CAN control module wires
with the VAS 5051 scan tool DSO.

Drivetrain CAN Wire

Convenience CAN Wire

Driver-Side Connector

Front Passenger Side
CAN Connector

CAN Wires to

Control Modules CAN Wires to
Control Modules
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CAN-bus Fault Diagnosis

T T T

]

T

iR

J527 J386 J388 J446 J345 J502 J136 J518 J524 J519

HIe

J527 J104 J234 J431

J533 J387 J389 J520 J393 J644 J364 J528 J521 J522 J589 J255 J533 J540 J217 J623 J197

AL G AL AL AL A LG A LG AL AR AL EA AL AL

LA L L ) E L

Block Diagram Example

Key

J104 ABS Control Module

J136 Memory Seat/Steering Column Adjustment
Control Module

J197 Level Control System Control Module
J217 Transmission Control Module (TCM)
J234 Airbag Control Module

J255 Climatronic Control Module

J345 Towing Recognition Control Module
J364 Auxiliary Heater Control Module

J386 Driver’s Door Control Module

J387 Front Passenger’s Door Control Module
J388 Left Rear Door Control Module

J389 Right Rear Door Control Module

J393 Comfort System Central Control Module
J431 Headlamp Range Control Module

J446 Parking Aid Control Module

J502 Tire Pressure Monitoring Control Module
J518 Access/Start Control Module

J519 Vehicle Electrical System Control Module
J520 Vehicle Electrical System Control Module 2

T46b

J521 Passenger Memory Seat Control Module

J522 Rear Memory Seat Control Module

J524 Rear Information Display Control Head

J527 Steering Column Electronic Systems Control
Module

J528 Roof Electronics Control Module

J533 Data Bus On Board Diagnostic Interface

J540 Electro-Mechanical Parking Brake Control
Module

J623 Engine Control Module (ECM)

J644 Energy Management Control Module

T46a 46-Pin, Black Connector at Left CAN Breaker

T46b 46-Pin, Black Connector at Right CAN Breaker

Color Code

¥/ /7 =Convenience CAN-High

¥./// = Convenience CAN-Low

V/// = Drivetrain CAN-High
¥/ /7 =Drivetrain CAN-Low
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CAN-bus Fault Diagnosis

DSO Representation of CAN
Signals

Data Transfer on the Drivetrain CAN

Through the VAS 5051, the Drivetrain CAN is displayed at
the highest resolution (0.02 ms/Div and 0.5V/Div) and the
image is then saved (freeze frame). Due to problems with
resolution, the measurement should not be carried out in
atypical peak areas (at the extreme ends of the image, for
example).

Representation of Drivetrain CAN on the VAS 5051 DSO

Test instrument

i Automatic mode

DsSO
0.5 V/Div.=

ﬂ |1

RN | 1] u. ||||||||

The test cursor should be positioned in the middle of one
of the flat impulses to achieve a reliable test value. The
displayed measurement shows a Drivetrain CAN that has
just reached the specified value.

Freeze Frame

|

ﬂ |I.I
I ﬂ | ‘ ||‘ |
A

Test Cursor Channel A

34875V

Amplitude Channel A

Amplitude Channel B

-0.0892 ms

O Time Value

Cursor 1
Trigger Point

Test Cursor Channel B

It should be noted that the measured signal values are
determined by the individual control modules. As a
result, completely different voltages can be measured
during measurements that follow in succession. If

the signals from other control modules are displayed,
differences of 0.5V are not uncommon.



Data Transfer on the
Convenience/Infotainment CAN

Unlike representation of CAN data on the Drivetrain CAN,
different zero points on the CAN-bus are selected below.
The CAN-high wire is shown in yellow and the CAN-low
wire is shown in green. Triggering occurs here at a CAN-
high level of approximately 2V.

CAN-bus Fault Diagnosis

It should be noted that the measured signal values

are also determined by individual control modules

on the Convenience/Infotainment CAN. Subsequent
measurements could result in completely different

voltages.

Representation of Convenience/Infotainment CAN on the VAS 5051 DSO

0.1 ms}Div.

M
!de

R

(I UU'

Trigger Point

Warning!

Unlike the Drivetrain CAN, the
Convenience/Infotainment CAN always
has voltage when the vehicle battery is
connected. Checking for an open circuit
or short circuit can be done using an
ohmmeter only when the vehicle battery
has been disconnected.
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DSO Displays for
the Drivetrain CAN

When you encounter a stored DTC, such as “Drivetrain
data bus defect,” it is sometimes necessary to investigate
the problem with the DSO. It is then possible to
determine where the problem is located, and whether it
stems from a physical problem such as a short circuit in
the wiring.

Conditions That Can Be Analyzed Using
DSO Displays:

1 Short circuit between CAN-high and CAN-low

Short circuit between CAN-high and positive voltage
Short circuit between CAN-high and Ground

Short circuit between CAN-low and Ground

Short circuit between CAN-low and positive voltage

Open circuit in CAN-high data path

N o o b~ WwN

Open circuit in CAN-low data path

Note

In each of the following DSO displays,
Channel A was used to display voltage on
the CAN-high wire while Channel B was
used to monitor voltage levels on the CAN-
low wire!



Short Circuit Between CAN-High and
CAN-Low

This short circuit pulls voltages down to the recessive
level (approximately 2.5 volts). The electronic control
modules on the Drivetrain CAN can be disconnected and
then reconnected to determine whether the short circuit
is emanating from an ECM or whether it is being caused
by physical contact between the CAN-high and CAN-low
wires. If the short circuit is in the wiring, then each set of
CAN wires (CAN-high and CAN-low) must be separated
from the wiring connector, one after the other, while
observing the DSO display. The DSO display will return to
normal when the defective set of wires is disconnected.

Note

Do not separate CAN wires from the wiring
connector unless this is the only available
option for making required measurements.

Short Circuit Between CAN-High and
Battery Positive (+) Voltage

This short circuit raises the voltage level in the CAN-

high wire to approximately 12 volts, while the recessive
voltage in the CAN-low line also rises to approximately 12
volts. The reason for this response pattern is rooted in the
internal circuit layout connecting CAN-high and CAN-low
within the ECM'’s transceiver circuit. The source of the
malfunction can be localized using the same technique
described above for a short circuit between CAN-high and
CAN-low.

CAN-bus Fault Diagnosis

Test Instruments
DSO

Auto-Level Mode

0.02 ms{Div.

B

Cursnr 1
A Cursnr 2

N 2 el 2 =]

Test Instruments
DSO

Auto-Level Mode

T

Cursor 1
Cursnr 2

e el T T R 3 el
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CAN-bus Fault Diagnosis

Short Circuit Between CAN-High and
Ground

This short circuit pulls the voltage in the CAN-high wire
down to 0 volts, while the voltage level in the CAN-low
wire also drops to 0 volts, although minute voltage
fluctuations may still be visible in the CAN-low wire. The
source of the malfunction can be localized using the
same technique described for a short circuit between
CAN-high and CAN-low.

Short Circuit Between CAN-Low and
Ground

This short circuit means that voltage levels in the CAN-
low wire are approximately O volts. The recessive voltage
level in the CAN-high line is also pulled to 0 volts. The
source of the malfunction can be localized using the
same technique described for a short circuit between
CAN-high and CAN-low.

Note

In each of these DSO displays, Channel A
was used to display voltage on the CAN-
high wire while Channel B was used to
monitor voltage levels on the CAN-low
wire!

Test Instruments Auto-Level Mode
DSO

posicon [N [0 [ oo [EE [N

Test Instruments Auto-Level Mode

DsO

0.02 ms/Div.

E= |

Cursor 1

Cursor 2




CAN-bus Fault Diagnosis

Short Circuit Between CAN-Low and Tost Instruments Auto-Level Mode
Battery Positive (+) Voltage DSO

2 ms{Div.

This short circuit means that both voltage levels are
pulled to approximately 12 volts. This defect will also
generate power readings of approximately 12 volts
throughout the Drivetrain CAN. The source of the
malfunction can be localized using the same technique
described for a short circuit between CAN-high and CAN-
low.

Open Circuit in CAN-High Signal Path

Test Instruments
DsO

0.5 V{Div.= %
1|n‘|||p ""‘"‘
L H \H

H \
|U| | |‘| ‘ “J ||JI

Auto-Level Mode

4 A ]
In [ il
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CAN-bus Fault Diagnosis

Open Circuit in CAN-Low Signal Path Bessg Instruments Auto-Level Mode
0.5 ViDiv.= i 0.02 ms/Div.
TRl

| -
Y
W

N e e
L
—

/' il
al | U Ly lul ‘u‘ B I‘

34



CAN-bus Fault Diagnosis

DSO Displays for the
Convenience/lInfotainment CAN

In responding to stored DTCs, indicating problems such
as “Convenience data bus defect,” it will be necessary to
use the DSO to isolate the problem, identify where the
defect is located, and determine whether it stems from

a physical problem such as a short circuit between two Note
wires.

In each of the following DSO displays,
Also significant is that the Convenience/Infotainment Channel A was used to display voltage on

CAN support single-wire operation. This means that when
responding to a stored DTC such as “Convenience data
bus in single-wire operation” it will be necessary to use low wire!
the DSO to determine which of the two CAN-bus wires is

the source of the problem.

the CAN-high wire while Channel B was
used to monitor voltage levels on the CAN-

Test Instruments Auto-Level Mode
DSO

0.02 ms{Div.

Short Circuit Between CAN-High and
CAN-Low

This short circuit means that voltage levels on the
CAN-high and CAN-low wires are the same, A short
circuit between a CAN-high and a CAN-low wire will
affect the entire Convenience/Infotainment CAN. The
Convenience/Infotainment CAN responds to this error

by reverting to single-wire operation. This means that all
data communications must be expedited by modulating
voltage levels in just a single wire (refer to section on
test data blocks). The control module then interprets this
voltage by using ground as its baseline reference. In the

IW
I—
I—
I—

Cursor 1
Cursor 2

—

Test Instruments Auto-Level Mode

DSO

first DSO display (top), the zero-level axes for Channel

A and Channel B are superimposed. This display makes
it easy to see that the voltage levels being transmitted
through the CAN-low and CAN-high lines are identical.
The second DSO display (bottom) shows the same signal
with the zero-level axes at mutual offset.

Cursnr 1
Cursl]r 2
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CAN-bus Fault Diagnosis

Short Circuit Between CAN-High and Test Instruments Auto-Level Mode
Ground o

This short circuit pulls the voltage on the CAN-high C"""'e”‘
wire to 0 volts, while voltage levels on the CAN-low
wire remain normal. This defect causes the entire
Convenience/Infotainment CAN to revert to single-wire
operation. At first glance, one might also conclude
that the problem could be an open CAN-high wire, but
the actual DSO display for an open wire has a different IW

appearance.
CursDrZ

=
T

Short Circuit Between CAN_High and Test Instruments Auto-Level Mode
Battery Positive (+) Voltage

_1.0.02 ms{Di

This short circuit means that voltage on the CAN-high °“°“““”‘
wire has risen to approximately 12 volts, or battery
voltage. Voltage levels on the CAN-low wire remain
normal. This defect causes the entire Convenience/
Infotainment CAN to revert to single-wire operation.

—
—
—

Cursur 1
Cursnr £

[ [ [ER
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Short Circuit Between CAN-Low and
Ground

The short circuit causes the voltage on the CAN-low
wire to fall to O, while voltage levels on the CAN-high
wire remain normal. This defect causes the entire
Convenience/Infotainment CAN to revert to single-wire
operation. At first glance, one might also conclude
that the problem could be an open CAN-low wire, but
the actual DSO display for an open wire has a different
appearance.

Short Circuit Between CAN-Low and
Battery Positive (+) Voltage

This short circuit means that voltage on the CAN-low wire
has risen to approximately 12 volts, or battery voltage.
Voltage levels on the CAN-high wire remain normal.

This defect causes the entire Convenience CAN or
Infotainment CAN to revert to single-wire operation.

CAN-bus Fault Diagnosis

Test Instruments
DSO

Auto-Level Mode

0.02 ms{Div.

IW
I—
I—
I—

Cursor 1
Cursor 2

[ [ |

Test Instruments
DSO

Auto-Level Mode

IW
l—
I—

Cursur 1
Cursor 2

N [
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CAN-bus Fault Diagnosis

Open Circuit on CAN-Low Signal Path ;esi;'nsifumems Auto-Level Mode

Voltage levels on the CAN-high wire are normal. A I o _I
recessive voltage of 5 volts can be observed on the CAN- IW
low wire along with a dominant 1 volt for a duration of =)

one bit. This dominant signal voltage is transmitted by
electronic control modules when they correctly receive an
intact message. This means that the DSO display pattern
shown is actually composed of transmissions from
several control modules. Thus, component “A” is part

of a message currently being transmitted by a control c.,,son

module. A ' I#
The receiving control modules confirm correct reception . ﬂ
Position I- TlmeDw O I

—
==
—

of an intact message with a dominant voltage in

time slot “B” (Acknowledge signal). At “B” all of the
control modules that have received the message intact
simultaneously transmit a dominant voltage. This
explains the somewhat greater voltage differential on this
bit.

This second DSO illustration shows the same defect Ul lsilienie R EyE [kt

using a lower time sweep. Here we see that the message SN

“1” is only transmitted on the CAN-high wire, although |
the acknowledgement signal is also sent on the CAN- . - : IW
low wire at point “A.” The same applies for the message i

“2" and the aknowledgement signal “B.” Message “3"” ‘H ||||||| “ |[|ﬂ|l "\uﬂ ‘”“” HII‘

is transmitted on both wires. At “3” the corresponding u [

voltage appears on the CAN-low wire. Messages “A,” “B,” ” it " i Lo I

and “D” are transmitted in single-wire operation, while
the message “C” is sent in the two-wire mode.

Cursur 1

o O g
e I - S
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CAN-bus Fault Diagnosis

Owing to the open circuit, when control module 1
transmits a message, the other control modules will be
able to receive it in single-wire operation only (“1,” “2”
and “4” in the top DSO display). Through the link to the
test connection on control module 4, the DSO portrays
the single-wire transmission from control module 1.

Open circuit

If control modules 2, 3, 4, 5 and 6 now acknowledge
reception, the DSO will show this on both channels (“A,”
“B” and “D” in the top DSO display), as there is no open
circuit between these control modules.

If, for example, control module 2 transmits a message,
all other control modules with the exception of control
module 1 will receive it in two-wire mode (“3” and “C"
in the top DSO display). Meanwhile, control module 1
receives the message in single-wire operation.

Auto-Level Mode

Open Circuit in CAN-High Wire ;essci)lnstrumems

0.02 ms{Div.

IW
I—
l—

Cursor 1
Cursl]r 2
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CAN-bus Fault Diagnosis

DSO Displays for Short Circuits
with Contact Resistance

The short circuits portrayed up to this point have been
direct shorts without contact resistance. In the real world,
however, short circuits are often caused by abraded
insulation on the wiring. If this kind of wire then comes
into gentle contact with Ground or positive voltage, which
frequently happens in the presence of moisture, there
will be “contact” or “transition” resistance at this point.
The following DSO displays show this kind of short circuit
with its contact resistance.

Short Circuit from CAN-High to Test Instruments Auto-Level Mode
Battery Positive (+) Voltage with - T

Channel A

Contact Resistance

CAN-high shorting to positive with contact resistance
shifts the recessive voltage in the CAN-high signal path
toward positive voltage. As we see from the DSO display,
the recessive voltage in the CAN-high line has increased
from its normal level of roughly 0 volts to approximately

1.8 volts. This figure of 1.8 volts will vary according to IW
the resistance at the short. Lower levels of resistance
correspond to higher recessive voltage levels. This trend C“’s‘“

culminates in voltage equal to battery voltage when there

is no transition resistance at the point of the short circuit. |—|—|—|— I—
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Short Circuit from CAN-High to Ground
with Contact Resistance

This short circuit from CAN-high to Ground with contact
resistance shifts the dominant voltage in the CAN-high
signal path toward Ground. The DSO display shows how
the dominant CAN-high voltage has shifted from its
usual level of roughly 4 volts to approximately 1 volt. The
1-volt figure will actually vary according to the level of
contact resistance at the short. Lower levels of resistance
will lead to lower dominant voltage levels. This trend
culminates at a level of 0 volts in cases where there is no
transition resistance.

Short Circuit from CAN-Low to
Battery Positive (+) Voltage with
Contact Resistance

This short circuit from CAN-low to positive with contact
resistance shifts the recessive voltage in the CAN-low
signal path toward positive. AS the DSO display shows,
the normal CAN-low recessive voltage of roughly 5 volts
has risen to approximately 13 volts. The 13-volt figure is
determined by the level of transition resistance, and can
vary. Smaller resistance levels produce proportionately
higher recessive voltages. If there is no transition
resistance at the short, the voltage level will coincide with
battery voltage.

CAN-bus Fault Diagnosis

Test Instruments Auto-Level Mode

0.02 ms{Div. |
Channeln

Cursnr 1
Cursnr 2

—

Test Instruments Auto-Level Mode

DsO
0.82-ms{Div. |
Channel & |

—
—
—

Cursor 1
Cursnr 2

—

0.06

a1
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CAN-bus Fault Diagnosis

Short Circuit from CAN-Low to Ground
with Contact Resistance

With a short circuit from CAN-low to Ground with contact
resistance, the recessive voltage on the CAN-low signal
path shifts toward 0 volts. The DSO display shows how
the normal CAN-low recessive voltage of roughly 5

volts has dropped to approximately 3 volts. This 3-volt
figure varies according to the actual level of transition
resistance. Lower resistance levels will be accompanied
by lower recessive voltage levels. If there is no transition
resistance at the short, the voltage level will be 0 volts.

Short Circuit from CAN-High to
CAN-Low with Contact Resistance

This short circuit from CAN-high to CAN-low with contact
resistance reduces the difference in the recessive voltage
levels in the CAN-high and CAN-low lines. Instead of its
normal 0 volts, the recessive voltage in the CAN-high
signal path is now approximately 1 volt. Meanwhile,

the recessive CAN-low voltage is approximately 4 volts
instead of the usual 5 volts. The dominant voltages in the
CAN-high and CAN-low signal paths are normal.

Test Instruments Auto-Level Mode
DSO

0.02 ms/Div.

006

|

Cursor 1
Cursnr 2

—

Test Instruments Auto-Level Mode
DsSO
0.02 ms/Div.

posion [0 [ 0 e T LT

_|
IW

I—
I—
Ii
Im
IW
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Overview

More control modules, divided functions and data
exchane have spurred constant development of vehicle
data transmission technology.

The following data exchange innovations have been
added to familiar Audi CAN-bus systems:

— Single-wire data bus — Local Interconnect Network
(LIN)

— Fiber-optic data bus — Media-Oriented Systems
Transport (MOST) Instrument Cluster

— Wireless data bus — Bluetooth wireless data Control Module J285

transmission technology

CAN

Data Link Connector
(DLC) Distance Regulation CAN

Diagnosis CAN

1 -

Drivetrain (CAN

Convenience CAN

4
Az}m Data Bus




Drivetrain CAN === (Convenience CAN

Instrument Panel/Gateway Interface CAN === Local Interconnect Network (LIN) Data Bus

Distance Regulation CAN Fiber-Optic Data Bus (MOST)

Key
[ o o o )

Diagnosis CAN

Instrument Cluster/ Wireless Data Bus
Gateway Interface CAN (Bluetooth) \\\

Fiber-Optic
Data Bus
(MOST)
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Introduction

All Local Interconnect Network (LIN) data bus control
modules in an individual network are located within
a limited vehicle area, such as the roof. This kind of
network is also sometimes called a local sub-system.

The data exchange between the individual LIN systems
in a vehicle is always controlled by a control module
through the CAN-bus.

o

LOCAL INTERCONNECT NETWORK

(Climatronic Contro
Module J255)

Each LIN data bus system functions as a single wire bus.
The base color of the wire insulation is violet with an
identifying stripe in an additional color. The wire gage is
0.35 mm. Shielding is not necessary.

Each LIN data bus system allows data exchange between
a LIN master control module and up to 16 LIN slave
control modules.

(Fresh Air Blower Co

Infotainment CAN

46

LIN Slave Control Module 4
(Left Rear Footwell Heater Z42)



LIN Data Bus

LIN Master Control Modules

The control module in the LIN system that is connected The LIN master control module assumes the translation
to a CAN-bus performs the LIN master control module function between the LIN slave control modules of the
function. local LIN data bus system and the associated CAN bus.
The LIN master control module controls the data transfer The LIN master control module is the only control module
and the data transfer speed. It also sends the message in a LIN data bus system that is also connected to a CAN-
header. bus.
The software contains a cycle to control when and how The connected LIN slave control modules are diagnosed
often a message is sent on the LIN data bus. through the LIN master control module.

Note

For more information on message headers,
refer to page 51.

Data Bus On Board Diagnostic
Interface J533 (Gateway)

Example of LIN Interfaces

LIN Slave Control Module 1
LIN Master Control Module (Heated Windshield Control
(Climatronic Control Module J505)
Module J255)

ConvenienCe

,\"’“""

g ———

16-Pin Data Link
Connector (DLC)
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LIN Slave Control Modules

LIN slave control modules can be either individual control Only one pin is needed for several sensors and actuators
modules like the Control Module for Fresh Air Blower at the socket of the LIN master control module.
J126, or sensors and actuators like a Vehicle Inclination . . .
Sensor G384 or a Signal Horn for Alarm System H18. The LIN actuators arellntelllgent electro-m.echanlcal

subsystems that receive their commands in the form of
Electronics that evaluate the measured values are LIN data signals from the LIN master control module. The
integrated into the sensors. Communication of these actual condition of the actuators can be monitored by
values is then accomplished on the LIN data bus in the the LIN master control module. This allows comparison
form of a digital signal. between actual and specified values.

Note

Sensors and actuators only respond when
a header is sent by the LIN master control
module.

LIN Slave Control Modules

Sensors

LIN Master Control Module

Actuators
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Diagnostic Information

The data transmission rate can be from 1 to 20 kilobits
per second (kbits/s). A specific rate is programmed into
the software of each LIN control module. This is at most
approximately one-fifth of the data transmission rate of
the Convenience/Infotainment CAN.

1 to 20 kbits/s

Signal
Recessive Level

If no message or a recessive bit is sent on the LIN data
bus, the voltage of the data bus wire is close to battery
voltage.

Dominant Level

To transmit a dominant bit on the LIN data bus, the data
bus wire is switched to ground by a transceiver in the
transmitter control module.

Note

Because of different designs of
transceivers in the control modules,
differences in the dominant levels may be
visible on the display.

Recessive Level

Dominant Level

N
i
o
i
_
-
|
~
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Transmission Reliability

By specifying tolerances for transmitting and receiving To be able to receive valid signals in spite of interference
within the range of recessive and dominant levels, a radiation, the specified voltage ranges are higher on the
stable data transfer is assured. receiving side.
Voltage Range for Receiving Voltage Range for Receiving
Vbattery : Vbattery | !

Vrecessive |
minimum

80%

Vrecessive
minimum

' 60%

Vdominant |
maximum

40%

Vdominant
maximum |

20%

Terminal 31 ° Terminal 31 |




Messages

Message with Slave Answer

In the message header, the LIN master control module
requests information such as switch conditions or
measuring values from a LIN slave control module.

The LIN slave control module sends the information back
to the LIN master control module in response.

M. Head B
r Tr ter:

LIN Maaster Control Module

Message with Master Instructions

Using an identifier in the message header, the LIN master
control module can also request that the LIN slave control
module process the data contained in its response.

The LIN master control module processes the data and

sends the response.

Message Contents

Transmitter: LIN Master or

LIN Slave Control Module

.
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Message Header

The LIN master control module transmits the header in
cycles. The header can be subdivided into four sections:

Synchronization break

Synchronization delimiter
— Synchronization field

Identifier field

The synchronization break (synch break) is at least 13 bits
long. It is sent with the dominant level.

The length of 13 bits is necessary to clearly inform the
LIN slave control modules about the start of a message.

In the succeeding messages, a maximum of 9 dominant
bits are transmitted one after the other.

The synchronization delimiter (synch delimiter) is at least
1 bit long and recessive (~Vpattery).

The synchronization field (synch field) consists of the bit
rate0101010101.

Because of this bit rate, all LIN slave control modules can
adapt to or synchronize with the system cycle of the LIN
master control module.

The synchronization of all control modules is
necessary for an error-free data exchange. Loosing the
synchronization would cause the insertion of the bit
values into the message at the receiving end. This would
lead to errors in the data transfer.

The identifier field is 8 bits long. The first 6 bits contain
the message identification and the number of data
fields of the response. The number of data fields in the
response may be between 0 and 8.

The last 2 bits contain the check-total of the first 6 bits for
the identification of transmission errors. The check total
is necessary to avoid the assignment of the identifier to a
wrong message in case of a transmission error.

Synchronization Delimiter

Synchronization
Break

N
<
~
o
<
1}
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LIN Data Bus

Message Contents (Response)

The LIN slave control module adds information to a
message with slave response based on identifiers.

Example:
LIN Slave Control Module 1

LIN Master Control Module (Heated Windshield Control
Module J505)

(Climatronic Control Module J255)

Inquiry About Fan Speed

LIN Slave Control
Module 2
(Fresh Air Blower
Control Module J126)
Reports Actual Fan
Speed

Speed = 150 RPM

For a data request message from the master, the master
control module adds the response.

Depending on the identifier, the applicable LIN slave
control modules use the data to perform functions.

Example:

LIN Slave Control Module 1

LIN Master Control Module (Heated Windshield Control
Module J505)

(Climatronic Control Module J255)

.

Set Fan Speed
LIN Slave Control
Module 2
Speed = 200 RPM (Fresh Air Blower
Control Module J126)
Reports Actual Fan
Speed
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The response consists of one to eight data fields. One
data field consists of 10 bits. Each data field consists

of one dominant start bit, adata byte that contains the
information, and one stop bit. The start and stop bits are
used for the after-synchronization to avoid transmission
errors.

Sequence of Messages

The LIN master control module sends the headers as well
as the responses to master messages on the LIN data bus
according to a specified sequence and cycle.

Information that is used frequently is sent frequently.

The sequence of the messages can change depending
on the prevailing conditions of the LIN master control
module.

Example of prevailing conditions:

— Ignition ON or OFF
— Diagnostics active or inactive

— Parking lights ON or OFF

To reduce the variety of LIN master control modules, the
LIN master control module sends the headers through
the LIN data bus addressed to all of the applicable
control modules for a fully equipped vehicle.

Since there may be control modules addressed that are
not installed on a specific vehicle, headers for these
messages will be shown on the oscilloscope without
responses.

This does not affect the functioning of the system.

Dominant um. ]

Recessive

A | —

"
r
F
=
-
N
=
_

Response

Master Message

Header Without Response

\ /

Slave Message Indicated by
Different Dominant Levels



Theft Protection

Data transmission on the LIN data bus only occurs when
a LIN master control module sends a header with the
applicable identifier.

Manipulation through a LIN wire from outside the vehicle
is impossible because of the complete control of all
messages by the LIN master control modules. LIN slave
control modules can only answer.

Left Heated Door Lock
Control Module J210

Driver’s Door Control
Module J386

Vehicle Electrical System
Control Module 2 J520

Data From Laptop Computer
Not Understood

For example, doors cannot be opened by tapping into the
LIN data bus because of this limitation.

With this arrangement, LIN slave control modules can
also be installed on the outside of the vehicle. The Garage
Door Opener Control Module J530 can be located in the
front bumper for example, without compromising the
security of the vehicle or the garage.

Laptop Computer

Attempted
Manipulation

P —

Garage Door Opener
Control Module J530
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Diagnosis

Diagnosis of the LIN data bus system is done through the

Address Word for the relevant LIN master control module.

The transfer of diagnostic data from the LIN slave control
modules to the LIN master control module occurs on the
LIN data bus.

Example of Diagnosis Capabilities

All of the On Board Diagnostic (OBD) functions are
available for LIN control modules.

Fault Location Fault Text

Cause of Diagnostic Trouble Code (DTC)

LIN Slave Control Module No signal / no communication | Failure of data transmission from the LIN

Example: Fan Control

for the LIN master control module.
e Break in wiring or short circuit.

e Faulty voltage supply for the LIN slave
control module.

LIN master control module.

e Faulty LIN slave control module.

LIN Slave Control Module Implausible signal
Example: Fan Control

Fault in the check total. Incomplete
transmission of the messages.

LIN wire.

the connector).

e Software problem (wrong version).

slave control module within a specified time
interval that is programmed into the software

¢ \Wrong part for LIN slave control module or

e Electro-magnetic interference affecting the

e Capacity and resistance changes of the LIN
wire (such as moisture or contamination at




Introduction

In addition to a CAN-bus system, a fiber-optic data bus
system was installed for the first time in the 2004 Audi
A8L.

Media Oriented Systems Transport (MOST) fiber-optic
data bus technology was developed by a group of
automobile manufacturers, their suppliers, and software
manufacturers. MOST is a unified data bus system that
makes rapid data transmission possible.

MO)ST

Media Oriented Systems Transport

DVD Video

TV Reception

Internet E-mail

Central Display
and Operation

Fiber-Optic Data Bus

The MOST standards developed by this cooperative
effort have resulted in a network specifically designed to
relay media-oriented data. Contrary to what happens on
a CAN-bus, the fiber-optic data bus based on the MOST
protocol allows address-oriented messages to be sent to
a specific recipient.

This technology is used in Audi vehicles for infotainment
system data transmission. The infotainment system
offers a variety of modern information and entertainment
media.

DAB Digital Radio

\ f Cell Phone Telematics

(; World

Y
™S

4

CD / DVD Navigation

»~
-

-

Minidisc / CD Audio
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Transmission Rates of Media

Optical data transfer makes complex infotainment
systems possible because CAN-bus systems cannot
transfer data fast enough or handle the amount of data
that is needed.

Using video and audio applications requires transmission
rates of many megabits per second (Mbits/s).

2.2 Mbits/s

0.43 Mbits/s

4.4 Mbits/s

The transmission of a digital TV signal alone requires a
transmission speed of about 6 Mbits/s.

Note

The MOST fiber-optic data bus allows for
transmission rates of 21.2 Mbits/s.

5.94 Mbits/s

4.4 Mbits/s

1.54 Mbits/s

1.54 Mbits/s EaciVbits/s

Phone
- Video
I

Video Reduced
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Audio Source 1 (Stereo)
Example: Through Earphones, Right Rear

Audio Source 2 (Stereo)
Example: Through Earphones, Left Rear

Audio Source 3 (Surround Sound)
Example: Through Digital Sound System

Open



Until recently, information such as video and sound could
only be transmitted as analog signals. This required
additional wiring in vehicle wiring harnesses.

The data transfer rate of a CAN-bus system is restricted
to a maximum speed of 1 Mbit/s. This explains why only
control signals can be transmitted using the CAN-bus.

Using the MOST fiber-optic data bus, the data exchange
between the participating components is digital.

The data transfer using light waves allows for a much
higher data transfer rate. It also saves wiring and reduces
total vehicle mass.

In comparison with radio waves, light waves have
very short wave lengths, they do not produce electro-
magnetic interference waves, nor are they affected by
them.

Light waves make reliable high-speed data transfer rate
possible, with good resistance to interference.

Digital Sound System
Control Module J525

Fiber-Optic Data Bus

TV Tuner R78

CAN-bus

TV Tuner R78

Multimedia Control
Head E380

Front Information Display Control
Head Control Module J523

59



60

Control Module Design

Fiber-Optic Cable and Connector Internal Power Supply

Light signals travel through these connectors to the The voltage supplied to the control module through
control module or to the next component on the fiber- the electrical connector is distributed by the internal
optic data bus. power supply to the various control module internal

components. The internal power supply can turn OFF
. these internal components to reduce power consumption
Electrical Connector when the control module is in the sleep mode.

The input and output signals to the control module are
provided through this connector. It also provides the
voltage supply for the ring break diagnosis (explained
starting on page 86).

Fiber-Optic Cable Connector Internal Power Supply

Electrical Connector
Fiber-Optic Cable

Diagnosis

Equipment-Specific
Component

Light-Emitting
Diode (LED)

Photodiode

Fiber-Optic
Transceiver

MOST Transceiver

Microprocessor



Fiber-Optic Transceiver

The fiber-optic transceiver uses a photodiode to change
light signals received through the fiber-optic cable into a
voltage that is then transmitted to the MOST transceiver
in the control module.

It also uses a Light Emitting Diode (LED) to convert
voltage signals received from the control module MOST
transceiver into light signals so that they can be passed
on to the next control module in line on the fiber-optic
data bus.

The produced light waves have a wavelength of 650
nanometers (nm) and are visible as red light.

The data are transmitted through modulation of the light
waves.

This modulated light is transmitted to the next control
module through the fiber-optic cable.

—

MOST Transceiver

As the name implies, the MOST transceiver consists of
both a transmitter and a receiver.

The transmitter sends messages as voltage signals to the

fiber-optic transceiver.

The receiver takes the voltage signals from the fiber-optic

transceiver and transmits the needed data to the control
module microprocessor.

Messages from other control modules that are not
needed by this control module are guided through

the transceiver without transmitting any data to the
microprocessor. These unchanged messages are routed
back through the fiber-optic transceiver and transmitted
to the next control module.

Wavelength 400 nm Wavelength 650 nm

- 3

Ultraviolet Infrared
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Microprocessor

A microprocessor is the central processing unit for the
control module. It controls all the important functions of
the control module.

Equipment-Specific Component

An equipment-specific component controls functions
that are unique to the individual control module, such as
operating the CD-drive or the radio tuner.

Photodiode

A photodiode converts light waves into voltage signals.

Light Beam

P-Layer
(Positively Charged Material)

P-N Junction
(Restrictive Layer)

N-Layer
(Negatively Charged Material)
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Photodiode Design

A photodiode has a P-N junction that is affected by light.

Because the P-layer (positively charged semiconductor
material) is so heavily doped with the impurity that gives
it its positive charge, the restrictive layer or depletion
region at the P-N junction reaches almost into the N-layer
(negatively charged semiconductor material).

Note

The term doped or doping refers to the
addition of impurities to the semiconductor
material to give it an absence or excess of
electrons, with the result of a positive or
negative charge to the material.

A contact ring on the P-layer provides the anode or
positive terminal of the photodiode.

The N-layer is applied to a metallic base plate that acts as
the cathode or negative terminal.

Drivetrain CAN Wire

Metal Plate
(Cathode — Negative Terminal)

Electrons



Photodiode Function

When visible light or infrared rays penetrate the P-N
junction, the resulting free energy creates free electrons
and holes nearby. These induce a voltage to pass through
the P-N junction in direct proportion to the amount of
light that is penetrating it.

This means, the more light that reaches the photodiode,
the higher the voltage will be that flows through it.

This process is called the internal photoelectric effect.

Low Light Level

'

¥
¢
|

The photodiode is connected in series with a resistor on
the negative side in the direction of restriction.

If the voltage through the photodiode increases because
more light reaches it, the voltage drop across the resistor
will also increase. The resulting changes in voltage
effectively translate light signals to voltage signals.

Intense Light Level
E |

'
§

1
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Fiber-Optic Cable

The fiber-optic cable is used to route the light waves
produced by the transmitter of one control module to the
receiver of another control module.

The following criteria had to be considered during the
development of the fiber-optic cable:

Light waves travel in straight lines and cannot be bent.
Light waves must be guided through the bends of the
fiber-optic cable.

The distance between the transmitter and the receiver
can be several yards, therefore attenuation can occur
(see page 68).

Mechanical stress, vibration, or repairs must not
damage the fiber-optic cable.

The function of the fiber-optic cable must be assured
during high temperature fluctuations in the vehicle.

For these reasons, the fiber-optic cable must fulfill the
following requirements:

The fiber-optic cable must conduct the light wave with
little attenuation

The light waves must be guided through the bends of
the fiber-optic cable

The fiber-otic cable must be flexible

The function of the fiber-optic cable must be assured
between -40°F and 185°F (-40°C to 85°C)

Digital Sound System

Receiver Control Module J525

Transmitter

Transceiver

Receiver

Transmitter

Telephone/Telematics
Control Module J526



Fiber-Optic Cable Design

Fiber-optic cable has several layers.

The core is the main part of a fiber-optic cable. It consists
of polymethylmethacrylate (PMMA), which is the actual
fiber-optic cable. In it, light travels according to the
principle of total reflection, with almost no loss.

The optically transparent reflective coating around the
core is needed for total reflection.

The black casing made from polyamide protects the core
from outside light.

The colored outer cover is for identification, protection
against outside damage, and insulation against
temperature.

Fiber-Optic Data Bus

Colored Outer Cover Black Casing

Reflective Coating Core

Fiber-Optic Cable Diameter

0.0394 inch

(1.00 mm)
| <————

0.0386 inch
(0.98 mm)
|

0.0590 inch
(1.50 mm)

0.0906 inch

(2.30 mm)
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Fiber-Optic Data Bus

Transmission of Light Waves in
Fiber-Optic Cables

Total Reflection

Straight Fiber-Optic Cable

Fiber-optic cable guides part of the light waves in a
straight line through the core.

The largest parts of the light waves are guided through
the fiber-optic cable in a zigzag line according to the
principle of total reflection against the surface of the
core.

Bent Fiber-Optic Cable

Light waves are reflected by total reflection at the
borderline of the core coating and with that are guided
through the bend.

Total Reflection Bend Radius > 1 inch (25 mm)

When a light wave strikes a boundary layer between

a dense and an optically thin material at a low angle,
the beam will be reflected completely, causing total

reflection.

The core in the fiber-optic cable is optically dense
material, while the coating is optically thin material. Thus,
total reflection occurs on the inside of the core.

This reflection depends on the angle of the light wave as
it hits the boundary layer. If this angle is too acute, the
light waves will leave the core and higher loss will result.

This condition occurs when the fiber-optic cable is bent
too much or is kinked.

Bend Radius < 1 inch (25 mm)

Note

The bend radius of the fiber-optic cable
must not be less than 1 inch (25 mm).
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Connectors

To be able to connect fiber-optic cables to control
modules, special optical connectors are used.

There are arrows on the connector plug coupling to
indicate signal direction.

The connector housing serves as the connection to the
control module.

Fiber-Optic Cable

End Sleeve

Lock

Optical Contact Surface

Plug Coupling

The transfer of light occurs between the face surface
of the core and the transmitter/receiver of the control
module.

End sleeves are welded by laser or brass end sleeves are
crimped onto the cable ends to enable connection of the
fiber-optic cables to the connector plug couplings.

Signal Directional Arrow

Connector Housing
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Fiber-Optic Data Bus

Optical Face Surface
Contamination and scratches on the face surface of the
fiber-optic cable increase signal losses (attenuation).

To produce a transfer of light waves with no loss, the face
surface must be:

— Smooth
— Perpendicular

— Clean

This condition can only be assured by using a special
cutting tool.

Attenuation in the Fiber-Optic Data Bus

A reduction in the amount or intensity of the light waves
as they are routed through the fiber-optic cable results
in a reduction in signal. This signal loss is referred to as
attenuation.

To evaluate the efficiency of a fiber-optic cable, the signal
loss must be measured.

Attenuation (A) is measured in decibels (dB).

A decibel is not an absolute value but a ratio of two
values. This is the reason that a decibel is not defined as
a physical value. For example, the decibel unit is used to
establish acoustic pressure or sound volume.

To measure attenuation, it is calculated from the
logarithm of the ratio of the transmitter output versus the
receiver output.



Formula:

Transmitter Output
Attenuation Value (A) = 10 X log
Receiver Output

Example:

20w
10Xlog ——— =3dB
mnow

This means that for a fiber-optic cable with an
attenuation value of 3 dB, the light signal will be reduced
by half.

If several components are involved in the transmission
of light signals, the attenuation values can be added
to a total attenuation value, similar to the resistance of
electrical components that are connnected in series.

Note

Since every control module in the MOST
fiber-optic data bus always transmits anew,
only the total attenuation value between
two control modules is of any significance.

Plug Coupling
(Example: Attenuation 0.5 dB)

Fiber-Optic Cable
(Example: Attenuation 0.6 dB)

Plug Coupling
(Example: Attenuation 0.3 dB)

Total Attenuation Value for
this Example: 1.4 dB
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Fiber-Optic Data Bus

Causes for Increased Attenuation in the
Fiber-Optic Data Bus

1 Bending radius below the specified limit. If fiber-optic
cable was kinked or bent by more than a radius of 1
inch (25 mm), clouding will appear in the core similar
to the clouding appearing in sharply bent Plexiglas. In
such cases the fiber-optic cable must be replaced.

Casing damaged

Face scratched

Face contaminated

Faces offset (connector housing broken)

Faces positioned on a bias (angle fault)

N oo o b~ WN

Gap between face of fiber-optic cable and contact face
of control module (connector housing broken or not
locked)

8 End sleeve not properly crimped
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Fiber-Optic Data Bus

Fiber-Optic Cable Handling

— Do not crush the fiber-optic cable. Avoid damage to

the casing such as perforating, cutting, pinching, etc. Corrugated Pipe for
Kink Protection

Do not step on fiber-optic cables or place objects on
them.

— Do not kink or bend the fiber-optic cable to a radius of
less than 1 inch (25 mm). By installing kink protection
(corrugated pipe), a bending radius of more than 1 (g o
inch (25 mm) is assured during installation. Wt tiimgy ¥ i

L

— Be aware of tie-down and contact points, and use the
correct length when routing fiber-optic cables in the
vehicle.

— Prevent contamination of the face surface with liquids,
dust, fuels, etc. Do not remove the protective cap from
the end of the fiber-optic cable until just before testing
or installation. If the protective cap is missing, you
may have to replace the fiber-optic cable with another
new one that has been properly protected.

— Do not apply thermal treatment or repair methods to
fiber-optic cables that involve soldering, heat bonding,
or welding.

— Do not employ chemical or mechanical methods
to connect fiber-optic cables such as gluing or butt
joints.

— Do not twist two fiber-optic cables together or one
fiber-optic cable with a copper wire.

Note

Fiber-optic cables and their components
must be handled with extreme care.
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Ring Structure of the
Fiber-Optic Data Bus

An important feature of the MOST fiber-optic data bus This way the ring closes.
system is its circular arrangement in the form of a ring.

Diagnosis of the MOST fiber-optic data bus system is

The control modules send data in one direction on a performed through the Data Bus On Board Diagnostic
fiber-optic cable to the next control module in the ring. Interface J533 (Gateway) and Diagnosis CAN to the 16-pin
Data Link Connector (DLC).

This procedure is repeated until the data is again
received by the control module that sent the data in the
first place.

| - -
—
T
16-Pin Data Link
Connector (DLC)
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System Manager

The system manager is responsible for the system
management in the MOST fiber-optic data bus. The
system manager is supported by the diagnosis manager,
Data Bus On Board Diagnostic Interface J533 (Gateway).

Front Information Display Control Head Control Module

J523 is responsible for the system management function.

The system manager is responsible for:

— Control of system conditions

— Transmitting messages from the MOST fiber-optic
data bus

— Control of transmission capacities

MOST System Conditions

Sleep Mode

In sleep mode there is no data exchange on the system.
The components are ready but can only be activated by a
start impulse from the system manager through the fiber-
optic data bus.

Sleep mode voltage is reduced to a minimum.

Conditions for activating sleep mode:

— All control modules in the system signal their
readiness to switch to sleep mode

— There is no request from other bus systems through
J533

— Diagnosis is not active

Over-riding the above conditions, the system can be
switched to sleep mode by:

— Battery Monitoring Control Module J367 through J533
during discharge of the starter battery

— When transport mode is activated through a VAS scan
tool
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Standby Mode

In standby mode there is no service offered to the
operator. It seems as if the system is turned OFF.
However, the system is active in the background. All
output media (display, radio amplifier, etc.) are either
inactive or are switched to standby mode.

The system is in standby mode during the after-run
period and when the vehicle is being started.

Activation of the standby mode:

— Can be triggered by other data buses through J533 by
unlocking and opening the driver’s door, or turning the
ignition ON

— Can occur through a control module in the MOST fiber-
optic data bus, for instance by an incoming phone call




Power ON

In power ON mode, all control modules are turned ON.
Data exchange occurs on the MOST fiber-optic data bus.
All functions are available for the operator.

Reference

For more information about activation
@ conditions, please refer to Self-Study
Programs that apply to specific vehicles.

Fiber-Optic Data Bus

Conditions for activating power ON mode:

— MOST fiber-optic data bus system is in standby mode

— Activation through other data buses via Data Bus
On Board Diagnostic Interface J533 (Gateway), for
example S-contact, display active

— Activation triggered by a function selection by the
operator, such as from Multimedia Control Head E380
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Message Frames

The system manager (Front Information Display Control
Head Control Module J523) transmits message frames to
the next control module in the fiber-optic data bus ring at
a duty cycle frequency of 44.1 kHz.

The stability of this duty cycle frequency allows the
transmission of synchronous data — information such as
digital audio and video signals that must always be sent
in the same time intervals.

The stable duty cycle frequency of 44.1 kHz corresponds
with the transmission frequency of digital audio and
video equipment such as CD Changer R41, Video
Recorder / DVD Player R129, and Digital Sound System
Control Module J525. This allows the integration of such
equipment into the MOST fiber-optic data bus system.

Start Field
(4 bits)

Construction of a Message Frame

A message frame is 64 bytes long and subdivided into
sections.

Note
One byte contains eight bits.

Status Field

Data Field (7 bits)

(480 bits)

Parity Field
(1 bit)

Delimitation First Control
Field (4 bits) Byte (8 bits)

Second Control
Byte (8 bits)



Sections of a Message Frame

The start field, also called the preamble, marks the
beginning of a frame. Each frame of a block has its own
start field.

A delimitation field is used to clearly separate the start
field from the following data fields.

In the data field, the MOST fiber-optic data bus transmits
up to 60 bytes of usable data to the control modules.

There are two data types in a message frame:

— Sound and video as synchronous data

— Pictures, information for calculation, and text, as
asynchronous data

The partition of the data field between the two data types
is flexible. The portion of synchronous data in the data
field is between 24 and 60 bytes. The transmission of
synchronous data has priority over asynchronous data.

Asynchronous data are registered depending on the
transmitter and receiver addresses (identifiers), and the
available asynchronous portion, in packages of four bytes
(quadlets) which are then sent to the receiver.

The sequence of the applicable data transmission is
further described starting on page 82.

Asynchronous Data 0 - 36 bytes

A
\i

A

Synchronous Data 24 - 60 bytes

/-

/-
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With the two control bytes, the following information is
transmitted:

— Transmitter and receiver address (identifier)

— Control commands to the receiver (such as to an
amplifier for increasing or decreasing the volume)

The control bytes of a block are assembled in the control
modules to make up a control frame. A block consists

of 16 frames. The control frame contains control and
diagnostic data for sending the data from one transmitter
to a receiver. This is called address-oriented data
transmission.

Control bytes frame 2

\/

Control bytes frame 1

Example:

Transmitter — Front Information Display Control Head
Control Module J523

Receiver — Digital Sound System Control Module J525

Control Signal — Increase or decrease volume

The status field of a frame contains information for
transmission of the frame to the receiver.

The parity field is used to check the frame for a last time
for completeness. The contents of this field determine
whether a transmission process is going to be repeated.

- L V;"xv /VK\’%' i “
- | "K’s Xl 5



MOST Function Flow

System Start (wake-up)

If the MOST fiber-optic data bus is in sleep mode, the
system is first switched to standby mode by the wake-up
procedure.

If a control module other than the system manager wakes
the system, it sends a specifically modulated light signal,
the slave light signal, to the next control module.

Radio Remote Key

The next control module in the ring receives the slave
light signal by the active photodiode and passes it on.

This process continues until the signal arrives at the
system manager.

The system manager recognizes the arrival of the slave
light signal as a command to start the system.

Comfort System Central
Control Module J393

-, .'

Data Bus On Board
Diagnostic Interface J533

Light-Emitting Diode
Switched to Slave Signal Light

Recognition of Light Signal
Initiation of System Start System Manager
(Wake-Up) (Front Information Display Control
Head Control Module J523)
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In response to this signal, the system manager sends a
different specifically modulated light signal, the master
light signal, to the next control module in the ring.

This master light signal is transmitted by each control
module in turn.

When the system manager receives the master light
signal back at its fiber-optic transceiver, it recognizes that
the fiber-optic data bus ring has been closed and starts
transmitting the message frame.

Fiber-Optic Transceiver
Recognizes Closed Ring

Light-Emitting Diode Switched
to Master Light Signal

80

System Manager
(Front Information Display Control
Head Control Module J523)



In the first message frame, the control modules in
the MOST fiber-optic data bus are asked to identify
themselves.

Following the identification cycle, the system manager
sends the current sequence (actual configuration) to all
control modules in the ring.

This makes address-oriented data transmission possible.

The diagnosis manager compares the reported control
modules (actual configuration) with a stored list of the
installed control modules (specified configuration).

If the actual configuration does not match the specified
configuration, the diagnosis manager (Data Bus On
Board Diagnostic Interface J533) stores the applicable
Diagnostic Trouble Code (DTC).

At this point the wake-up procedure is concluded and
data transmission can begin.

Message Frames

System Manager
(Front Information Display Control
Head Control Module J523)
Transmits Message Frames
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Transmission of Sound and
Video as Synchronous Data

Synchronous data transmission is explained here using
a function of the Audi A8L audio system as an example:
playing a music CD.

The operator selects the desired title (10 in this example)
on the music CD from the Multimedia Control Head E380
and the Front Information Display Control Head J685.

E380 transmits the control data over a data connection to
the system manager (Front Information Display Control
Head Control Module J523).

The system manager then adds the continuously sent
frames to a message block (16 frames) with the control
data:

— Transmission address:

= Front Information Display Control Head Control
Module J523, position 1 on the MOST fiber-optic
data bus ring

— Receiver address of the data source:

= CD Changer R41, position on the ring depending on
installed options

— Control commands:
= Play title 10

= Assign transmission channels

The CD Changer R41 (the data source) decides which
bytes in the data field are available for the transmission
of CD drive data.

Then it adds a block with the following control data:
— Transmission address of the data source:

= CD Changer R41, position on the ring depending on
installed options

— Receiver address of the system manager:

= Front Information Display Control Head Control
Module J523, position 1 on the ring

— Control command:

= Data transmission music CD on channels 01, 02, 03,
04 (stereo)



Fiber-Optic Data Bus

Selection of Functions

Front Information
Display Control Head
Control Module J523

(System Manager)

Multimedia Control Head E380

Message Frame to
CD Changer R41

Message Frame to Digital
Sound System Control
Module J525

Message Frame with
Control Data from
Digital Sound System
Control Module J525

CD Changer R41
(Data Source)

Digital Sound System Control
Module J525 (Data Receiver) Message Frame with Control

Data from CD Changer R41
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Fiber-Optic Data Bus

Data Management During
Synchronous Transmission

Front Information Display Control Head Control Module
J523 commands the Digital Sound System Control
Module J525 to play music by using a block with the
following control data:

— Transmission address:

= Front Information Display Control Head Control
Module J523, position 1 on the MOST fiber-optic
data bus ring

— Receiver address:

= Digital Sound System Control Module J525, position
on the ring depending on installed options

— Control commands:

= Read data channels 01, 02, 03, 04 and deliver
through the loudspeakers

= Use current sound adjustments, such as volume,
fader, balance, base, treble, middle

= Turn OFF mute

The data of the music CD remain in the data field until the
frame reaches CD Changer R41 (the data source) again on
the ring.

This makes the use of synchronous data possible for
each performance device (sound package, earphone
connections) on the MOST fiber-optic data bus.

As the system manager, J523 assigns which one of the
devices will use the applicable control data.

Channel for Voice
Presentation
(Example: Mono)

Navigation System with
CD Drive Control Module

Transmission Channels

The transmission of sound or video requires several bytes
in each data field. The data source reserves a number of
bytes according to the kind of data. The reserved bytes
are called channels. Each channel contains one byte of
data.

Number of Transmission Channels

Signal Channels (Bytes)
Mono 2
Stereo 4
Surround 12

Reserving these channels makes it possible to
simultaneously transmit synchronous data from several
data sources.

Channel for CD Drive
(Example: Stereo)

Free Bytes Within Data Field

Channel for DVD Drive
(Example: Surround)

Video Recorder /

CD Changer R41 DVD Player R129
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Transmission of Data for Pictures, Text
and Functions as Synchronous Data

The following data are transmitted as asynchronous data:

— Map displays of the navigation system

Navigation calculations

Internet web sites

- E-mail

The sources of asynchronous data send them at irregular
time intervals.

For this reason, each source saves its asynchronous data
in an intermediate memory.

Fiber-Optic Data Bus

The data source now waits until it receives a message
block with the address of the receiver.

In this message block, the source enters the data in the
free bytes in the data fields.

This is done in packages of four bytes each (quadlets).

The receiver reads the data packages in the data fields
and uses the information.

The asynchronous data stays in the data fields until the
message block again reaches the data source.

The data source selects the data from the data fields and
if necessary, replaces them with new data.

Front Information Display Control
Head Control Module J523 Display
(Data Receiver)

Message Frame with
Data from Navigation
System with CD Drive
Control Module J401

Navigation System with
CD Drive Control Module
J401 (Data Source)

pudi navig2tio"

Navigation Information
on CD/DVD

Control Data from Front
Information Display Control
Head Control Module J523

Display (Data Receiver)

Telephone / Telematics
Control Module J526
with Intermediate
Memory (Data Source)

Internet Web Sites
and E-mail

Message Frames with Data From

Telephone / Telematics Control Module J526
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Fiber-Optic Data Bus

Diagnosis
Diagnosis Manager

In addition to the system manager, the MOST fiber-optic
data bus has a diagnosis manager.

The diagnosis manager performs a diagnosis of the fiber-
optic data bus ring and transmits the diagnosis data of
the control modules in the ring to the scan tool.

For instance, the diagnosis function for the fiber-optic
data bus in the Audi A8L is performed by Data Bus On
Board Diagnostic Interface J533.

System Failure

If the transmission of data in the fiber-optic data bus is
interrupted, it is referred to as a ring break because of its
ring structure.

Reasons for a ring break can include:

— Interruption of the fiber-optic cable

— Faulty voltage supply of the transmitter or receiver
control module

— Faulty transmitter or receiver control module

To localize a ring break, a ring break diagnosis must be
performed. The ring break diagnosis is part of the output
diagnostic test mode of the diagnosis manager.

Consequences of a ring break are:

— Failure of sound and video reception

— Failure of control and adjustment using Front
Information Display Control Head Control Module J523

— Diagnostic Trouble Code (DTC) entered into the
diagnosis manager is optical data bus interruption

Ring Break Diagnosis

Because data transmission in the MOST fiber-optic data
bus is not possible in case of a ring break, the diagnosis
must be performed using a diagnosis wire.

The diagnosis wire is connected to every control module
in the fiber-optic data bus ring from a central connection.



How Ring Break Diagnosis Works

After ring break diagnosis is initiated, the diagnosis
manager sends an impulse to the control modules over
the diagnosis wire.

In response to this impulse, all of the control modules
in the ring use the transmitters in their fiber-optic
transceivers to send light signals through the fiber-optic
cable.

At the same time all control modules check:

— Their voltage supply and internal electrical functions

— Receipt of the light signals from the previous control
module in the ring

Each control module connected to the MOST fiber-optic
data bus answers according to timing programmed into
the software.

Using the timing between the start of the ring break
diagnosis and receipt of the answer, the diagnosis
manager recognizes which control module sent the
answer.

Diagnosis Wire

16-Pin Data Link
Connector (DLC)

Fiber-Optic Data Bus

The control modules connected to the MOST fiber-optic
data bus send two messages after the start of the ring
break diagnosis:

— "Control module is electrically OK” means that the
electrical functions of the control module, such as the
voltage supply are OK

— "Control module is optically OK” means that it receives
the light signal through its photodiode from the
control module that precedes it in the ring

From this information the diagnosis manager can
recognize:

— Whether there is an electrical fault in the system
(voltage supply faulty)

— Between which of the control modules the optical data
transmission is interrupted

Interruption of the
Fiber-Optic Cable
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Fiber-Optic Data Bus

Ring Break Diagnosis with
Increased Attenuation

The previously described ring break diagnosis process
can only detect an interruption of data flow.

The output diagnostic test mode of the diagnosis
manager (Data Bus On Board Diagnostic Interface J533)
can also perform a ring break diagnosis with reduced
light output to recognize a reduction in the amount or
intensity of the light waves as they are routed through
the fiber-optic cable (increased attenuation).

The process of the ring break diagnosis with reduced
output is similar to the one described for interrupted data
flow.

However, in this case the control modules switch the
LEDs in their fiber-optic transceivers to an attenuation of
3 dB, or to half of their normal light output.

If the fiber-optic cable has an increased attenuation, the
light signal is too weak as it reaches the receiver. The
receiver then reports “Optics not OK.”

From this signal the diagnosis manager recognizes the
fault location and produces an appropriate message in
the scan tool’s guided fault finding mode.

Increased
Attenuation
(Caused in this
Example by a
Pinched Fiber-
Optic Cable)



Introduction

In the modern business world as well as in private life,
mobile communication and information is becoming
increasingly important.

A person often uses more than one mobile device such
as a mobile telephone, a personal digital assistant, or a
laptop computer.

The exchange of information between these mobile
devices was possible in the past only through hard-wired
electrical connection or wireless infrared connection.

These non-standardized connections took up valuable
space and the devices were complicated to operate.

Cellular Telephone
R54 in Audi ASL

Telephone Baseplate R126

Bluetooth technology takes up less space and reduces
the complexity of operating these devices. It enables
mobile devices of various manufacturers to be connected
through a standardized radio transmission.

This technology was used for the first time in the 2004
Audi A8L for the wireless connection between the Cellular
Telephone R54 and Telephone/Telematics Control Module
J526.

Mobile Telephone
(Future Use)

Laptop Computer
(Future Use)

Telephone / Telematics
Control Module J526
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Bluetooth

Other applications are planned for the vehicle user:

— Installation of a second phone in the rear passenger
compartment

— Connection of laptop computers, smart phones,
and notepads to the Internet for transmission of
information and entertainment

— Reception and transmission of e-mail using a laptop
computer or personal digital assistant

— Transmission of addresses and phone numbers from a
laptop or personal digital assistant to the multimedia
interface system

— Hands-free operation of mobile phones without
additional cable adapters

— Use of Bluetooth technology in other vehicle systems
(remote operation of the auxiliary heater for example)

What is Bluetooth?

The Swedish company Ericsson promoted the
development of a standardized short distance radio
transmission system — Bluetooth technology.

In response to this initiative, many companies have
joined in the development of this technology. Today the
Bluetooth Special Interest Group consists of more than
2000 companies, including telecommunications, data
processing, equipment, and vehicle manufacturers.

The name “Bluetooth” comes from the Viking King Harald
Blatand. During the tenth century he united Denmark and
Norway and had the nickname “Bluetooth.”

Because this transmission system connects diverse
information and data processing devices as well as
mobile phones, the resulting good communication
reflects the philosophy of King Harald. That is the reason
it was called Bluetooth.

£3Bluetooth’



Design and Function

Bluetooth technology enables wireless connection of
various mobile devices from different manufacturers
using a standardized radio transmission.

In selected mobile devices, short-range transceivers
(transmitters and receivers) are eigher directly installed
or integrated using an adapter (example: PC-card,
universal service bus, etc.).

Radio transmission occurs in the 2.40 GHz frequency
range that is available worldwide. Transmitting on this
band does not require a license and is free of charge.

Bluetooth

The very short wave length of this frequency makes it
possible to integrate the following into the Bluetooth
module:

Antenna (Bluetooth Antenna R152)

Control and encyption

The small size of the Bluetooth module allows its
installation into electronic devices.

Entire transmission and receiver technology
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The Bluetooth data transmission rate is up to 1 megabit
per second (Mbit/s). These devices can transmit up to
three language channels at the same time.

Bluetooth transmitters normally have a range of about 33
feet (10 meters). In special applications with amplifiers,
transmission ranges of up to about 330 feet (100 meters)
are possible.

The data transmission works with no complicated
adjustments.

As soon as two Bluetooth devices meet, they
automatically establish a connection. Before that can
happen, the devices must be adapted once by entering a
Personal Identification Number (PIN).

When the PIN is entered, small transmission cells are
formed, called piconets, to help with the organization of
data.

A piconet offers room for a maximum of eight active
Bluetooth devices. Each device can belong to several
piconets at the same time.

In each piconet, one device assumes the master function.
For example, Telephone/Telematics Control Module J526
is the Bluetooth master in the Audi A8L.

Master establishes the connection
Other devices synchronize with the master

Only the device that received a data package from the
master may send an answer

To prevent chaos in the construction of a piconet,
adjustments can be made to every device to determine
whether it will communicate with another device or not.

Each device has an address that is 48 bits long and
is unique worldwide. This makes it possible to clearly
identify more than 281 trillion devices.



Shared Operating Frequencies

Data transmission in the Bluetooth system is done using
radio waves within a frequency range of 2.40 GHz to 2.48
GHz.

This frequency range is used also by other devices:

— Garage door openers
— Microwave ovens

— Medical devices

Function

Transmitting Range
(79 Channels @ 1 MHz)

2.402GHz (/V\f

625 Milliseconds Minimum

Interference Reduction Measures

Bluetooth technology employs special measures to
reduce interference caused by other devices operating on
the same frequencies.

The Bluetooth control module:

— Divides data into short and flexible data packages of
about 625 milliseconds in duration

— Checks the completeness of data packages using a
check total of 16 bits

— Automatically repeats the transmission of faulty data
packages

— Uses robust language coding converted into digital
signals
The Bluetooth transmitter module:

— Changes the transmitting and receiving frequencies at
random, 1600 times per second (frequency hopping)

Interference from Other Electronic Devices
(Example: Microwave)

- Master Message (Inquiry)
- Slave Message (Answer)
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Data Security

In the development of Bluetooth technology, the
cooperating manufacturers placed great value on the
protection of the transmitted data against manipulation
and unauthorized access.

The data are encrypted using an encryption key that is
128 bits long.

The receiver is checked for authenticity with a key of 128
bits. The devices use a secret password that is used for
participants to recognize each other.

The key is newly created for every connection.

Since the range is limited to about 33 feet (10 meters),
a manipulation must occur within this range. This also
increases data security.

These same measures also increase security against
outside interference and manipulation of the data flow.

By additional use of elaborate encrypting methods,
diverse security levels, and network protocols, the
equipment manufacturers can increase data security
even further.

Diagnosis

The diagnosis of the Bluetooth connection is performed
using the Address Word of the master control module.

Note

Telephone/Telematics Control Module J526
is the Bluetooth master in the Audi A8L.

Address Word 77 — Phone

Address Word 77 — Emergency call module

For example, the Bluetooth connection between Cellular
Telephone R54 and the Telephone/Telematics Control
Module J526 is monitored by Bluetooth Antenna R152.

If an interruption in the connection to Bluetooth
Antenna R152 occurs, the Diagnostic Trouble Code (ETC)
“Bluetooth antenna — no signal / no communication” is
stored in DTC memory.

In the measuring value blocks the portable devices that
are connected to the master control module can be
shown in detail:

— Number of devices
— Device number

— Field strength of the radio connection

In the adaptation of the Bluetooth master, the Bluetooth
function can be turned ON or OFF. This may be necessary
during air transport of the vehicle or operation of the
vehicle in a country that does not allow the use of
Bluetooth frequencies.



Overview

The Diagnosis CAN is used for data exchange between
a VAS scan tool and the control modules installed in the
vehicle. Diagnosis is performed using a VAS scan tool.

Note

K-wires or L-wires are no longer used,
except in emission-related control modules.

The transfer of control module diagnosis data is
accomplished by means of the applicable data bus
systems to Data Bus On Board Diagnostic Interface J533
(Gateway).

Taking advantage of the rapid data transmission through
the Diagnosis CAN and the Gateway function, a scan tool
is able to show the status of installed components and
their fault status.

The Diagnosis CAN uses two unshielded and twisted
wires, each with a diameter of 0.35 mm.

The CAN-low wire is orange/brown and the CAN-high wire
is orange/violet.

Data transfer occurs at a transfer speed of 500 kilobits
per second (kbits/s) in the full duplex mode. That means
that data can be transmitted in both directions at the
same time.

Instrument Cluster /
Gateway Interface CAN

Drivetrain CAN

Convenience CAN

Distance Regulation CAN

MOST Fiber-Optic
Data Bus

Diagnosis
CAN

Data Bus On Board Diagnostic
Interface J533 (Gateway)

High Diagnosis CAN Wire
(CAN-High)

Low Diagnosis CAN Wire
(CAN-Low)
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Diagnosis CAN

Diagnosis Can Be Done
Under the Following Conditions:

Number | Diagnosis Condition Remarks
1 Initiation When ignition is Yes Wake-up of the control module via the
turned ON Diagnosis CAN is not possible
When ignition is Yes, but not in
turned OFF sleep mode
2 Execution When ignition is Yes
turned ON

When ignition is Yes, but no
turned OFF writing procedures
(i. e. coding of the
control module)

3 End Cancel by turning No
ignition OFF

Note

To initiate diagnosis on the vehicle, one of
these diagnostic cables is required:

VAS 5051/5A — 9.8 ft (3 m) OR
VAS 5051/6A — 19.7 ft (6 m)

. . . . . VAS 5052
These dlagr_lostlc cgbles can glso be used with diagnosis Vet Bers s e Semvies fimeiien Sy
systems using K-wires or L-wires. Version -D-/ V01.02 20/08/2001

With changes in the basic software there will be new
functions and changes for the user/system interface.

T

= Applications
g Administration
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Extension of Addressing Forms

In addition to directly addressing individual control
modules, it is now possible to address them in groups.
This allows the DTC memories of several control modules

to be read at the same time.

Therefore, the reading of DTC memories can be done

much faster.

Guided Fault Finding

Function / Component Selection

Actuator test selective, -J520 SG2
Electrical System

are installed and were coded.

Audi V03.13 20/08/2002
Audi A8 USA/CDN 1997>

2003 (3)

Sedan

AYS 4.2 Liter Motronic / 265 kW

With this actuator test program, individual
actuators of the control module 2 for electrical
system can be triggered selectively in case they

Instruments

Selective Output Diagnostic Test Mode
Test

The selective output diagnostic test mode test allows for
direct activation of actuators without staying within a
particular sequence.

The simultaneous display of measuring value block
control modules is also possible when checking switches
and sensors.

These innovations open new possibilities in guided
troubleshooting.

Guided Fault Finding

Function / Component Selection

Actuator test selective, -J520 SG2
Electrical System

Actuator selection 1 to 6

1

2

3. K158D 90% Dimming interior light
4. Servotronic full steering assist

5. Servotronic no steering assist

6. SRA extend right lift nozzle

Which actuator do you want to trigger?

. MMI-Display retracting turning mechanism
. MMI-Display extend turning mechanism =

Audi V03.13 20/08/2002
Audi A8 USA/CDN 1997>

2003 (3)

Sedan

AYS 4.2 Liter Motronic / 265 kW

First function
Description

Instruments
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Example:

The illustration below shows the selective output
diagnostic test mode test for checking the display

mechanism of Vehicle Electrical System Control Module 2

J520 in the Audi A8L.

Guided Fault Finding

Function / Component Selection

Select function or component

Active actuator:

Measuring values / Messages:

Stop switch MMI open: not activated
Stop switch MMI closed: activated
MM-motor: not active

Continue with

MMI Display extending turning mechanism

Audi V03.13 20/08/2002
Audi A8 USA/CDN 1997>

2003 (3)

Sedan

AYS 4.2 Liter Motronic / 265 kW

First function
description

Test
Instruments

Vehicle Self-
Diagnosis

Pin
1

4

5

6

7
14

15
16

Pin Assignment at the
16-Pin Data Link Connector (DLC)

Pins not listed are not currently in use.

Wiring

Terminal 15

Ground

Ground

High Diagnosis CAN (CAN-high)
K-Wire

Low Diagnosis CAN (CAN-low)
L-Wire

Terminal 30




The following appendices include additional information
that, while not strictly necessary for understanding

and troubleshooting data bus systems, further details
the way CAN-bus systems exchange and process
information. These sections provide an opportunity for
additional study and a broader understanding of the
electronic functions that determine CAN-bus operation.

99



Networking Principle

The basic CAN-bus system includes several control
modules. They are connected in parallel to the bus line by
transceivers. This means that the same conditions apply
to all stations. In other words, all the control modules

are handled equally, and none has any preference. In this
context, this is called multimaster architecture.

Information is exchanged serially (in series).

The CAN-bus is designed to be fully functional with a
single line, but the system can also be equipped with
a second bus line. The second line is used for signals
traveling in reverse order. External interference can be
suppressed more effectively by reversing the signals.

Note

To explain the basic principle of data
transmission in a simpler way, we will
assume a single bus line in the following
examples.

Transceiver

CAN-bus
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Example of Message Exchange
on the CAN-bus (Broadcast Principle)

Electrical Signal Transmissions — One Sends, All Receive

Engine Speed Engine Speed Engine Speed
Message
Parallel 0001 0101 0001 0101 0001 0101

Bit Stream
Serial Number

Transceiver

-__--

Electrical Signal Transmission in Chronological Sequence

Signal Level

5V

ov

»

t (time)
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Functional Units

Control Module

The control module receives signals from sensors,
processes them, then passes them on to the actuators.
The main components of a control module are: a
microprocessor with input and output memory, and
program memory.

Sensor signals received by the control module, such as
engine temperature or engine speed, are interrogated
at regular intervals and stored in the input memory in
order of occurrence. In the illustration that follows, this
principle is represented as a mechanical input selector
switch.

The microprocessor links the input values based on
program configuration. The results of this process are
stored in each output memory and from there they are
sent to each of the actuators. In order to process CAN
messages, each control module has an additional CAN
memory area for received and sent messages.

CAN Controller

The CAN controller controls the data transfer process for
CAN messages. It is divided into two sections, the receive
section and the send section.

The CAN controller is connected to the control module
through the receive mailbox or the send mailbox. It is
normally integrated into the chip of the control module
microprocessor.

Transceiver

The transceiver is a transmitter and receiver amplifier.

It converts the serial bit stream (logic level) of the CAN
controller into electrical voltge signals (line level) and
vice versa. The electrical voltage signals are designed for
sending over copper wires.

The transceiver is connected to the CAN controller
through the TX line (transmit or send line) or through the
RX line (receive line).

The RX line is directly connected to the CAN-bus and
permits continuous monitoring of bus signals.



KWire @

Functional Units: Control Module, CAN Controller and Transceiver

Control Module

Input Selector Switch

N
@_
r—

A —

Sensors Include:
— Engine Speed Sensor
— Temperature Sensor
— Oil Temperature Sensor

CAN Controller

Fault Message

A

Output
Memory

Microprocessor

TN

Actuators Include:

— Engine Throttle Valve
CAN Area With — Solenoid Valve

Time Monitor — LED

Receive Mailbox

Send Mailbox

Receive Section

Send Section

Logic Level: 0 or 1

Signal Level: OV or 5V

/

Transceiver

CANM
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Special Features of Transceiver

A special feature is the connection of the TX line to the State 1: Inhibited state, transistor inhibited (switch open)

bus. It is normally connected through an open connector. Passive: Bus level = 1, high resistance through resistor

This results in the possibility of two different states on

. State 0: Switch-through state, transistor switched
the bus line.

through (switch closed)

Active: Bus level =1, low resistance without resistor

Transceiver with Connection to TX Line
RX TX Block Diagram with One Switch

+5V

Bus Line
Networking Principle
+5V +5V +5V
Bus Line (0V)
Transceiver A Transceiver B Transceiver C

Note

Switch open means (passive); switch
closed means “0” (active).

u1 ”
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Appendix A

Three Transceivers Connected to a
Common Bus Line (Transceiver C Active)

Three transceivers connected to bus line results in the
following possible switch positions. Ths highlighted row
shows the previous example (transceiver C active):

Transceiver A Transceiver B Transceiver C Bus Signal
1 1 1 1 (5V)
1 1 0 0 (oV)
1 0 1 0 (ov)
1 0 0 0 (ov)
0 1 1 0 (ov)
0 1 0 0 (ov)
0 0 1 0 (ov)
0 0 0 0 (oVv)
Response: This relationship is important in the following situations:
— If any switch is closed, current flows across the a) For signaling transmission faults (fault messages
resistor. A voltage of OV is generated on the bus line. about error frames)
— If all switches are open, no current flows. No voltage b) Collision detection (if several stations want to send
drops across the resistor. A voltage of 5V is generated simultaneously)

on the bus line.

In practical terms, this means that if the bus is in state 1
(passive), any other station can overwrite this state with
state O (active). The passive bus level is called recessive;
the active bus level is called dominant.
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Data Transfer Process

Example

This example describes the complete process for
exchanging engine speed information from detection
through to display by the tachometer. It explains the
chronological sequence of the data transfer process and
the interaction between the CAN controllers and the
control modules.

First, the engine control module detects the engine
speed value. This value is stored in the microprocessor
input memory at regular intervals (cyclically). Since the
present engine speed value is also required for other
control modules, it has to be sent over the CAN-bus.

The engine speed value is first copied to the output
memory of the engine control module.

Fom there, the information goes to the send mailbox of
the CAN controller. If a current value is located in the
send mailbox, it is indicated by the send flag (the flag is
raised). Once the message is sent to the CAN controller,
the engine control module has completed its part of the
process.

The engine speed value is first converted into a message
with a CAN-specific form in accordance with the protocol.
The main components of a protocol are shown below.

The CAN controller then checks, through the RX line,
whether the bus is active (whether information is in the
process of being exchanged). If necessary, it waits until
the bus is free (level 1, passive, for a specific period). If
the bus is free, the message is sent.



Sending Process

Output to
Tachometer

Engine Speed
Sensor

3}

Q)
£
A

Raise the Flag
Send Job

Is the Bus Free?

CAN-bus

Detail Showing the Interrogation Format for “Is the Bus Free?”

Wait

Is the Bus Free? No
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Receiving Process

The receiving process consists of two steps:

— Step 1 = Check messages for errors
(at monitoring level)

— Step 2 = Check message for usability
(at acceptance level)

Temperature Sensor

CAN-bus

All connected stations receive the message sent by the
engine control module. It travels over the RX lines to the
receiving areas of the CAN controllers.

Output to
Tachometer

3}

Detail Showing the Receiving Area, with Monitoring and Acceptance Levels

Acceptance
Level

Monitoring
Level

7
N
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At this point, the CAN controllers have all received the
engine message and have checked it for correctness

at the associated monitoring level. This helps to detect
local faults that may occur in only one control module
under certain circumstances. This results in the high data
density mentioned before.

All connected stations receive the message sent by the
engine control module (broadcast). Using the CRC check
value from the Safety field, they can detect whether

any errors have occurred in the data transfer. CRC is an
acronym for Cyclic Redundancy Check. When a message
is sent, a 16-bit check value is generated from all the bits
and included in the transfer. The receivers calculate the
check value from all the bits received using the same
protocol. Then the received check value is compared with
the calculated check value.

If no error is found, all the stations send an
acknowledgement to the transmitter confirming correct
reception.

Confirmation Field: (2 bits)
Acknowledgement

Finally, the correctly received message goes to the
receive sections of the associated CAN controllers.

— There a decision is made as to whether the message
is necessary for the function of the related control
module

— If not, the message is discarded

— If so, the message is placed in the receive mailbox

When the receive flag has been raised, the connected
instrument cluster knows that a current message has
arrived for processing. The instrument cluster calls the
message and copies the value to its input memory.

This concludes the sending and receiving of a message
through the CAN controllers.

— After the microprocessor in the instrument cluster
processes the engine speed value, the value is sent to
the actuator and tehn to the tachometer

— Data exchange of a message is repeated depending
on the cycle time setting (for example, every 10 ms)
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Simultaneous Sending Attempts by
Multiple Control Modules

If several control modules attempt to send messages at The CAN strategy regulates this situation in the following
the same time, there would be a data collision on the bs way: the control module whose TX signal was over-
line. To avoid this, the CAN system uses the following writtten by a zero must withdraw from the bus.
strategy:
— Message weighting is controlled by the number
— Every active control module starts its send process by of leading zeroes in the identifier, to ensure that
sending an identifier (in the Status field) messages are sent in the order of their priority
— All the control modules monitor data bus traffic by — The lower the number in the identifier, the more
monitoring the bus on their RX (receive) line important the message
— Every sender compares the state of the TX line bit-by- — This procedure is called arbitration, from the word
bit with the state of the RX line to note any differences arbiter, meaning referee or judge

1234567

Data Bus Line

Retains Allocation and
Remains in Transmit Mode

Loses Allocation and
Goes to Receive Mode

Loses Allocation and
Goes to Receive Mode



In the next example, the wheel angle sensor has the
highest priority when several control modules attempt

to send data simultaneously. The wheel angle sensor has
the smallest number in the Status field (mainly leading
zeroes), so the wheel angle sensor’s message is sent first.

Identifier Binary Hex
Engine_1 010_1000_0000 280
Brake_1 010_1010_0000 1A0
Combi_1 011.0010_0000 320
Steering angle_1 000_1100_0000 0C2
Gearbox_1 100_0100_0000 440

Conclusion When Sending Sensor

Values (Example: Engine Speed)

Due to the high level of transmission protection in
the CAN-bus system, errors such as electrical faults or
interruptions in the CAN-bus are reliably detected.

— The engine speed of 1800 rpm is sent correctly, or
not sent at all if a fault occurs (with no display, the

tachometer shows “0”)

— For example, if there is an implausible indication of
engine speed, the cause may not lie with the data
transfer (CAN-bus) but with a defective sensor, sensor

circuit, or display
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CAN Transceiver

Note

The following information describes how

the transceiver works, using the Drivetrain
0 CAN as an example.

Each control module is connected to the CAN-bus
through a transceiver. Within the transceiver is a receiver
or differential amplifier installed on the receiver side. The
differential amplifier is responsible for evaluating the
input signals from CAN-high and CAN-low (the voltage
difference or differential) and sending these converted
signals to the CAN receiver area of the control module.
These converted signals are referred to as output voltage
of the differential amplifier.

The differential amplifier determines output voltage

by subtracting the voltage of the CAN-low wire (Ucan
low) from the voltage of the CAN-high wire (Ucan high). In
this way, the voltage of the rest state (2.5 volts on the
Drivetrain CAN) and any other voltage disturbances are
removed.

Differential Amplifier of the Drivetrain CAN (Example)

3,5V -1,5V=2V

T RX Wire (Control Module Receiver Wire)

Possible Signal Level at the Differential Amplifier Output

Differential Amplifier

P

Transceiver
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1,5V 3,5V

CAN-High Wire

CAN-Low Wire



Conversion of Signals in the Differential
Amplifier

For evaluation in the differential amplifier of the
transceiver, the voltage present in the CAN-low wire is
deducted from that which is present at the same time in
the CAN-high wire.

Note

Unlike the Drivetrain CAN, the
Convenience/Infotainment CAN features
an intelligent differential amplifier. In
order to allow single wire operation, it also
evaluates the signals in the CAN-high and
CAN-low wire individually.

Evaluation in the Differential Amplifier of the Drivetrain CAN (Example)

Signals Before the Differential Amplifier

CAN-High Signal

Same Signal at the Differential Amplifier Output
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Filtering Out Disturbances in the
Differential Amplifier

Since the data bus wires are routed through the engine
compartment, they are subject to different types of
electro-magnetic interference. Short circuits to Ground
or battery positive (+) voltage, overload from the ignition
system, and static discharge should be taken into
consideration during repair.

Evaluation of the CAN-high and CAN-low signals in

the differential amplifier, using what is known as
differential transfer technology, means that the effects of
disturbances are practically eliminated.

Another advantage of differential transfer technology is
the fact that fluctuations in the on board power supply
(when the engine is started, for example) do not affect
the transfer of data to individual control modules,
increasing transfer security.

The effect of this type of transfer can be seen in the
illustration below. Due to the twisted pair layout of CAN-
high and CAN-low wires, a disturbance (“X") will always
have an equal effect on both wires. Since the CAN-low
voltage (1.5 volts — X) is deducted from the CAN-high
voltage (3.5 volts — X) by the differential amplifier, the
effect of the disturbance is eliminated during evaluation,
and no longer affects the differential signal.

(3.5V -X) - (1.5V-X) =2V

Filtering Out Disturbances in the Differential Amplifier of the Drivetrain CAN (Example)

Signal with Disturbance Pulse Before the Differential Amplifier

Disturbance = X

Cleaned Signal at the Differential Amplifier Output




Signal Levels

Amplification of Control Module Signals
in the Transceiver

On the sender side, the transceiver is responsible

for amplifying the relatively weak signals of the CAN
controller in the control module so that the prescribed
signal level is reached in the CAN-bus wires and at the
control module outputs.

The control modules connected to the CAN-bus respond
much the same way as a load resistor on the CAN wires,
due to the electrical component installed there. The load
resistance depends on the number of connected control
modules and their resistance values.

For example, the engine control module places the
Drivetrain CAN under 66 Ohms of load between CAN-high
and CAN-low. All other control modules load the bus with
2.6 kOhms each. This means there is a total load of 53-66
Ohm, depending on the number of control modules
connected. If terminal 15 (ignition) is switched OFF, this
resistance can be measured between CAN-high and CAN-
low using an ohmmeter.

The transceiver sends the CAN signals to both wires of
the CAN-bus. In this way, a positive voltage change in the
CAN-high wire equates to an equivalent negative voltage
change in the CAN-low wire. The voltage change in one
CAN wire is at least 1 volt in the Drivetrain CAN, and at
least 3.6 volts in the Convenience/Infotainment CAN.
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In contrast to the data bus in its basic form, with two
matching resistors at both ends of the data bus, Audi
uses decentralized matching resistors with a central
matching resistor in the engine control module, and
high-ohm resistors in the other control modules. The
result is stronger reflections, though these do not have
negative effects due to the short data bus lengths in the

vehicle. The figures for possible data bus lengths in terms
of CAN standards do not apply to the Drivetrain CAN,

however, due to the reflections.

Instrument Cluster
2.6 kOhm

Load Resistance in the CAN-High and CAN-Low Wires

Engine Control Module
66 Ohm

A special feature of the Convenience/Infotainment CAN is
that the load resistors in the control modules no longer
lie between CAN-high and CAN-low, but between the
respective wire and 5 volts or Ground. If the ignition is
switched OFF, the load resistors are also switched OFF,
which means that these can no longer be measured
using an ohmmeter.

ABS Control Module
2.6 kOhm

A v Transceiver
—— |1

2,6 kOhm

CAN-High

to VAS 5051

Warning!
Even for purposes of testing, Drivetrain

CAN lines should not be extended by more
than 16 ft (5m).



Data Transfer Protection

Internal Error Management

To ensure a high level of data protection, the CAN-bus
system has an extensive integrated error management
system, capable of detecting any data transfer errors
with a high degree of certainty so that corrective action
can then be taken. The rate of undetected errors, what

is known as residual error probability, is less than 10-12.
This value is equivalent to four errors over the lifespan of
the vehicle.

Using the broadcast concept (one sends, all receive,
and evaluate), any network user detecting an error
immediately notifies all other users by sending an error
message. The current message is then rejected by all
users.

After the error message, the original data message is
automatically sent again. This process is completely
normal and may be caused by major voltage fluctuations
in the on board power supply (on engine start or due to
strong external interference, for example).

The situation is more critical if repeated messages
become more frequent due to continuously detected
errors. In this case, every station has an integrated error
counter that increments detected errors and decrements
once the repeat message has been sent.

A
255
RX Counter

Control Module | |

Switched OFF
T2]° 127 | |
1
|
1
1
1
1
1

0 T - >
C t Send System Time
annot Sen
Anymore Passive Error
TX Counter
2|56
Normal Mode
0 >

Errors Occuring,

System Time

Massive Occurrence of
Errors, Error Counter
Threshold Value Exceeded

No Errors, Error
Error Counter Counter Decrements

Increments
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The internal error counter is responsible for internal error
management and these values cannot be read.

If the preset threshold value is exceeded (equivalent

to max. 32 repeated messages), the affected control
module is informed and is switched OFF by the CAN-
bus. After this happens twice (without any intermediate
communication), a malfunction is stored in DTC memory.

After a fixed waiting time (approximately 0.2s), the control
module attempt to communicate with the bus again.

Message traffic is normally cyclical with prescribed cycle
times to ensure that the messages are transferred within
good time. If there are delays, it means that at least 10
messages are not received and this triggers the message
time-out.

This causes a malfunction to be stored in the DTC
memory of the receiving control module. This is the
second element of the error management system. The
following error messages are available for in-service
diagnosis:

1 “Data bus defective”

= Fatal errors were detected in the affected control
module

= The control module disconnected at least twice from
the bus (bus OFF)

2 “Missing messages from ...."” or “No communication
with ...” the affected control module

= Messages are not received in good time; time-out
monitor responded



Diagnostic Information

Example: Defective Engine Speed
Transmission

The engine speed data is sent correctly, or not sent at
all if there is a fault (value not displayed). In this case,
the VAS scan tool sends notification that there is a
malfunction in the CAN-bus system:

VAS 5051

If there is an indication of implausible engine speed, the
cause may not lie with the data transfer (CAN-bus), but
with a defective sensor, sensor circuit or display.

VAS 5051 Display

| Volksw V02.24 01/02/2001

Var

iant
AVF 1,91 TDI-PD / 96kW
1 Fehler erkannt

01315 Getriebesteuergerat 049
Datenbus
keine Kommunikation

nose
erteblock lesen

Messwerteblock lesen

Grundeinstellung

19 - Diagnoseinterface fiir Datenbus

6 N0909901 =

| Gateway K <--> CAN 1S31

Codierung 14
triebsnummer 1995

Getriebe
ABS
Kombi

Anzeige-
gruppe
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If there is a malfunction in the CAN-bus system, the VAS
scan tool indicates a general fault message indicating
which component is defective.

To localize errors, data blocks 125, 126 can be read
from the active state gateways of the control modules
connected to the CAN-bus (1 = active, 0 = passive).

If necessary, further electrical measurements (signal
testing using the oscilloscope, for example) may be
required.



Data Bit Explanation

The start field marks the state of the data protocol. A bit
with approximately 5 volts (depending on system) is sent
over the CAN-high line and a bit with approximately O
volts is sent over the CAN-low line.

The status field defines the level of priority of the data
protocol. If, for instance, two control modules want to
send their data protocol simultaneously, the control
module with the higher priority takes precedence.

The check field displays the number of items of
information contained in the data field. This field allows
any receiver to check whether it has received all of the
information transferred to it.

In the data field, information is transferred to the other
control modules.

The safety field detects transfer faults.

In the confirmation field, the receivers signal to the
transmitter that they have correctly received the data
protocol. If an error is detected, the receivers notify the
transmitter of this immediately. The transmitter then
sends the data protocol again.

The end field marks the end of the data protocol. This
is the last possibility to indicate errors which lead to a
repeat transfer.

(

N\
SSP 186/09

(

N

SSP 186/10

SSP 186/11

:

SSP 186/12

SSP 186/13

SSP 186/14

SSP 186/15
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An on-line Knowledge Assessment (exam) is available for this SSP.

The Knowledge Assessment may or may not be required for Certification.

You can find this Knowledge Assessment at:

www.accessaudi.com

From the accessaudi.com homepage:

— Click on the “ACADEMY” Tab
— Click on the “Academy Site” Link
— Click on the “"CRC Certification” Link

For assistance, please call:
Audi Academy
Learning Management Center Headquarters
1-877-AUDI-LMC (283-4562)
(8:00 a.m. to 8:00 p.m. EST)



Vorsprung durch Technik www.audiusa.com

All rights reserved.
Technical specifications
subject to change without
notice.

Audi of America, Inc.
3800 Hamlin Road
Auburn Hills, Michigan 48326

971603
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